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PREFACE

This memorandundiscusses data quality issues that have become apparent in performing
research conducted for the Defense Modeling and Simulation Office (DMSO) within the
Acquisition and Technology Policy Center of RAND’s National Defense Research Institute
(NDRI), a federally funded research and development center sponsored by the Office of the
Secretary of Defense, the Joint Staff, and the defense agencies. Howepeapdlisnotan official
product of that research effort: it represents the views of the author and not of the DMSO sponsor.

The papershould be of interest to data producers and modeling and simulation data users, as
well as all those who rely on such data in performing studies and analyses.
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SUMMARY

Most modeling actities—whether conducted for analytic, predietior training purposes—are at
least partially data-dren. Their quality therefore depends critically on the quality of their data. Y
it is very difficult to ensure and assess the quality of the data used in modbisgalls into
guestion the quality of mgmodeling efiorts, while impeding the reuse of data

This memorandum ggests a stragg for improving data quality by means of owequally
important parallel approaches: (1) performingpdicit evaluation of data and (2) establishing
organizational controlwer the processes that generate and modify data. These approaches require:
(i) augmenting databases with metadata in order to record information needed to assess the quality
of their data, record the results of these assessments, and support process control of processes
affecting data; (ii) encouraging producers and consumers (users) of data to implement
organizational commitments to perform distinct phasesxpfigt verification, \alidation, and
certification (VV&C) on their data, using metadata both to direct thesdéti@stand to record their

results; and (iii) establishing controler the processes thafedt data, to impnee the quality of

data generation, transformation, and transmissioainagsing metadata both to support this
actiity and to record its results

It should be possible to dsop automated tools to help capture and maintain metadatawehene
generating or modifying data, thereby greadlgilitating this stratgy. While the cost of desloping
and enforcinglata quality procedures and tools may be substantial, the dasgimaf to implement
such procedures likely to ke even greatersince itundermine the \alue of much of the modeling
and simulation that is currently performed. Furthermpirecedures and tools can be designed to
be tailored to the needs and resources of each user or application, theweing éfie dgree (and
therefore cost) of quality assurance to be matched to the\matceesk in each case

The paperdkes a broad, theoretical look at data quatitycusses the metadata required to support

data VV&C and data process impement, and introduces the concept of a “data quality profile”
to help usersealuate data for their purposes.
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1. INTRODUCTION

Although some models may be based anstfprinciples” that allav them to be relately
independent of data, thast majority of non-tdial simulation models depend critically on data,
whethertreated as input dthard-wired into the model. While the importance adrifying and
validating models has become increasingly recognized, velatiittle effort has so dr been
focused on deeloping techniques for assessing and inprg the quality of their dataSinceit is
well-understood that thealidity of a data-drven modeldepends on #validity of its datg the
burden of erifying and \alidating a model isften shifted from the model itself to its data. Whether
models are used for analytic, predieti or educational purposes (including training and mission
rehearsal), it is crucial that their data be subjected to the same kind ofystnatithe models
themseles undego. Conscientious modelamrsay spend considerablefeft attempting to do this,
but they have so &r been hampered by a lack of systematic methods and procedures (not to mention
automated tools) foevaluatingand ensuringlata quality Such procedures and tools should be
designed to be tailored to the needs and resources of each user or application, thesalytizdio
degreeof effort devoted toquality assurance to be matched to the peeceiisk in each case, in
order to enhance costfeftiveness.

Data quality dects the outcome of a model in profound and sometimaswdeways. The well-
known adage “@rbage in, grbage out” encapsulates this trutit lloes not do it justice.
Nonsensical data may produce nonsensical resultthils describes only the most fortunate case.
Garbage data may produce incorrect results that are viously garbage: the &cts of poor data
are often insidiously diicult to detect. Furthermore, as with a leak in a roof (arggily a program)
the efects of bad data may become apparent caulyfrom the source: thesefefts may een
propagte through seeral models (forxample, when models are used to aggte results for
input to other models), making the source of the problem difficult to identify In addition,
models often depend discontinuously on their data or are highly gertsitiariations in data
values, so thatven minor data errors can produce arbitrarily serious problems.

Therefore, if the results of a modelindcet are to be belieed, the data used in producing these
results must be made at least as credible as the modef itsetfary application areas, including
much of military modeling and simulation (M&S), achireg such credibility for data requires
considerable &brt, which is not currently supported in a systematg.wn short, the utility of ay
modeling application is limited by the quality of its data, no less than by the quality of the model
itself—and the quality of much of the data used in ynanch applications is unkam or
undocumented and therefore highly questionable.

The lack of &plicit data quality information also impedes the reuse of data in M&S studies that are
similar—or even nearly identical—to pvéous studies. Reuse can greatly reduce the cost of
performing a study if it is similar to a prior sty@dg well as helping to ensure that the results of the

1 The literature tends to focus on the quality of databesignrather than on the quality of the data in databases [3,4].
Discussions of data qualiper setend to focus on specific examples rather than generic methods [1,6,7,8,10]

2The term “credible” is used here to measiifiably believable, rather than simply “convincing”.



two studies are meaningfully comparable in cases where that is of intenesteroeusing data
requires careful judgment to be applied in tailoring data for eaghuse. If there is noxglicit
record of the quality of the data used in an M&S study (or of the rationale jospdtific data
sources were chosen andihthey were @aluated and used), subsequent studies must often start
over a@in without benefit of anprevious ealuation or tailoring of data.

The amount of data quality&uation and assurancdat that is varranted by a particular M&S
study will depend on a number @ictors, including the importance of the stugyv sensitve its
results or recommendations arpected to be to its data, andshmuch risk is associated with its
producing incorrect or misleading results. Thes#drs should be balancedaatst the resources
available for performing the stugwnd the data quality feft should be tailored accordinglin
performing this analysis and decidingshmuch efort (and funding)o allocate foensuringdata
guality, two caveats should bedpt in mind. First, data quality “repair” (performed after problems
are encountered) is Bky to be more xpensve and less &fctive than systematic data quality
evaluation and assurance performed inaade; that is, data qualityfefts are more ligly to be
cost-efective if they are planned for and implemented in the early stages of a Stindiarly, it is
often the case in practice that thgparensavings achiged by aoiding data quality assurance
expenditures are more thalffset by the cost of hang to redo caseswolving flaved data orwen
having to redo entire studies when data problems are encountered.

The gral of thismemorandunis to shav how we can realisticallyvaluate data qualitydlocument
these ealuations in vays that are of use to data users (who may natjers in the subject areas
represented by the data yhere using), and impve data quality by using theseaduations.

The first step in desloping a frameork for improving data quality is to understand what we ought
to mean by ta erm. While much has been written about data and database design, itugaygst al

obvious what “data quality” means—or should melatherefore first analyze what we mean by
data and the use of data in modeling and simulation, in order @ dedeeper understanding of

data qualityIn light of this understandingthen consider the processes that create dect afata,

in order to understand fwodata quality can be ensured and maintained.

There arenary dimensions of data qualitlfor example, the “concrete” dimension focuses on data
as stored (e.g., in a database or on papleeyeas the “abstract” dimension of data quality focuses
on data independent of representation. There is alpmaédural” dimension, focusing on what
we do with data, a “lifeycle” dimension, focusing on the fiifent phases of data from creation
to use and arching, and an “aganizational” dimension, focusing onwarganizations create,
store, modify and use data. The discussion here attempts to straddleatess dimensions
without limiting itself to ay single one of them. In particujdéine enphasishere (lerived from the
perspectie of using data to perform M&S studies) is on data in compattable databases,
thoughl address some issues surrounding the creation of data (e.g., from measurements of real-
world entities or phenomena) and ackiexge issues wolving the storage and access of data in
non-database (“flat-file”) andren “offline” (e.qg., paper) forms, insaf as these ka implications

for the quality of data used in M&S.



In addition, this inquiry will i’olve maly issues that can be wed from either an ideal,
theoretical perspeetie or a practical, realistic one. The approaclemnakere is to>@lore the
theoretical vievpoint first, since his must be lhe basis for subsequent, pragmatic analysis, rather
than attempting to describe the practical reality befovtnaanalyzed the theoretical issues. If
data quality were a well-defined concept, the more pragmatic approach might be prefetable, b
believe that the concept is not fafently understood to justify this shortcuittherefore discuss
data quality from a relately theoretical perspeut to malk sure the concepts are clear before
discussing practical issues. Furthermore, althahghocus is on data quality in the coxitef
military M&S, | believe this discussion applies to a much broader range ofxtente

2. BACKGROUND AND DEFINITIONS

Discussions of data quality Veaappeared in a number of recent publications, @ daaumber of
crucial terms relating to data and databakésereforefirst review some gisting deinitions of
“data quality” in other DoD publicatiorend pesentdefinitions of a number of data-related terms
that are used in this document.

2.1 Previous definitions of data quality

Dep Sec Def Memo 13 October 93 defines data quality as “treelef compliance between an
organization$s data evironment and its ‘bsiness rules™. This captures the idea that data quality
is relatve to the needs of usersitliwo important things are missing from this definition. First, it
assumes that there isnalys some single ganization that is the sole user (evreer) of the data:
this may be true for corporate datat b oversimplifies the situation for M&S data, whereehiént
users in difierent oganizations may hee different requirements for the same data, arising from
their different intended uses. M&S data may not be specificytsmgle oganization, so it may
be dificult to ascertain what tsiness rules” are applicable. More fundament#tig definition
focuses orverification, i.e., the dgree of consistercof the data with respect togamization-
specifc criteria; it has little to say abowalidation i.e., the gtent to which the real arld is
accurately and appropriately described by themyidata

Both DoD 8320.1-M Data Administation Piocedues[9]) andthe user manual for the Defense
Data Dictionary System (DDDS, formerly thefénse Data Repository SysteddDRS)quote the
American National Dictionary for Information Systéhis defning data quality as “The
correctness, timeliness, accuacompleteness, ralance, and accessibility that neaklata
appropriate for use”. This is a more usefulinigibn, especially since it includes the idea of
appropriateness. Although it ke@s the operate words correctness, timeliness, accyrac

3 See the definitions of “verification” and “validation” below (Section 2.2). Although it is inappropriate to draw too
rigid a distinction between these two terms, it is crucial that the concept of comparing data values against the real world
be a central aspect of data quality assurance, whether this is considered the sole province of validation (as it normally
is) or is allowed to be part of verification as well.

4FIPS Publication 11-3, adopted from ANSI X3.172-1990.



completeness, raelance, and accessibility undefd, it pravides a good starting point for an
exploration of data qualityDoD 8320.1-M (Appendix F) supplies short definitions for the terms
timeliness, accurgcand relgangy, but it does notxplain the others nor defingerall data quality

in terms of these component aspects. Theanorandum téempts to preide more concrete
definitions for these terms, as well ap@&nding the concept of appropriateness angiatmg the
notion of data quality

Chapter 1 of DoD 8320.1-M discusses data quality as a goal that incorporates data, security
deining data quality in terms ofvailability, accurag, timeliness, intgrity, and need-to-kne.

Most of the discussion in 8320.1-M that is related to quality concerns data standards and the use of
theDDDS; however, Chapter 3 assigns to the DoD Data Administratérdthe job of specifying

“quality requirements for Defense data handliagjlfties” and &ecuting “data quality policies and
procedures” while assigning to initlual database administrators the job of performing data
guality analysis “to detect and pent data defects before theorrupt databases or end-user
applications”. The job of establishing data quality requirements is further elaborated in Chapter 3
as follows:

To ensure data qualjtdata quality requirements and metrics must be established. Data
guality requirements are deéd from \arious authoritatie sources during the
identification and standardization phases of the datayiflecData quality management

Is based on the principals (sic) aftdl Quality Management as described in thetdl

Quality Management Guide” (reference (n)). The D@&UDFDAds, and CAds must

ensure that data quality requirement (sic) are idedtifor all data elements. These
requirements are documented in data administration products such as data models, the
DDRS[DDDS], and reerse engineering documentation.

By derving data quality requirements from authoritatsources during the early stages of the data
life-cycle, this approachxelicitly ignores those aspects of data quality thaeh@® do with the
appropriateness of data for agm usess purposes, which (a#scusedin detail belw) is a crucial
aspect of data qualitypoD 8320.1-M-3 Data Quality Assurance Procedurg®]) spells this out

in quite a bit more detail. Unfortunatelgperatve terms such as accuyacompleteness,
consistenyg, relevangy, timeliness, etc. are deéd by reference to 8320.1-M or other standard
sources (such as dictionaries), without much elaboration. Tidslihe entire quality assurance
enterprise on a weak foundation, since it remairigdif to be sure that the fundamental terms of
the discussion are didiently understood.8320.1-M-3 also discusses the Do@dl Data Quality
Management (TDQM) processytithis discussion focuses on administaissues and is almost
completely free of content in terms of what constitutes data qualityough the Data Quality
Engineering (DQE) methodology discussed in Chapter 4 adds some meat to this discussion, it is
essentially concerned withexification and says almost nothing aboatigation. (The DQE
software, on which the DQE methodologyasvbased, is discussed in greater detailvipaio
Section 8.1.)

51t is hoped that the present discussion avoids being guilty of this same criticism.



The DoD M&S Master Plan (5000.b8dds to the DDS deinition (from DoD 8320.1-M) the
following discussion of data quality (&k fromThe Digital Gegraphic Information Exgange
Standad, Edition 1.2, January 1994), which is clearly orientedatal geographic/cartographic
data:

Quality statements are required for source, acgufpositional and attribte),
up-to-dateness/curreng logical consisteng completeness (feature and attitid),
clipping indicator security classification, and releasability

Data Mangiement Brformance Criterig 94008/ GE-02, October 1994), prepared by the Federal
Systems Acquisition sion of The Federal Systems Igtation and Management Center
(FEDSIM), for the Dept. of Agriculture’Ofice of Information Resources Management, identifies
candidate “performance measures” fealeating the quality of data, whidre to le the irst
output of its data modernization adty; these include: “cost of data collection, customer usage,
ease of understanding, and support for process iraprent”; the second output of this &y
would be quality dataper se of which candidatexamples wuld include: “accurag
completeness, customer saigfon, dgree of precision, timeliness”

The TDQM (Total Data Quality Management) group at the MIT Sloan School of Management has
published a number of papers on data quality in recent years, including [17] whings dizfta
guality as fitness for use by the consumers of the data. While this isalsaneecular definition
(“data is of high quality if its users consider it to be of high quality”) vientheless attempts to
captures the crucial “appropriateness” aspect of data quaditythat it is relatie to the needs of

its users. Unfortunatelynuch of this groug published wrk males use of a manacturing
analogy for data, in which dataes are considered analogous to maciwired items. This
analogy misses one of the most fundamental aspects of data, i.e., thalwedeepresentthings

in the real wrld, which is utterly foreign to managtured objects. This line of reasoning therefore
tends to ignore—or at leagtifs to illuminate—may essential aspects of data quality

Against the somehat \vague background of theseigting definitions, the remainder of tlpaper
attempts to elaborate the concepts necessary to understand what is and ought to be meant by data
quality.

2.2 Defining some data-related terms

Although the verd “data” hopefully does not require formal idéfon,® it is nevertheless wrth
making a f&e comments abouhe se of this crucial term. It is particularly important to note that
much of the inherent quality of a dat@we is determined the instant thatue comes into being,
before it is recorded in a database (@reon paper)The process of generating or creating data
typically consists of observing the readrdd and noting or measuring some aspect of realiych

is to be modeled via appropriate dasdues’ The data creation/generation process therefore has

61n fact, it is surprisingly difficult to define “data” unambiguously (see [11], Section 2.2 for a discussion of some
alternative definitions), with the curious result that many books on data or databases avoid doing so entirely.



important implications for data qualjtgs discussed in subsequent sections (see especially Section
3.9). On the other hand, an M&S study typically looks fasteng data in machine-readable form
(i.e., “flat” files or databases), though it may also collect data from paper (published books,
handwritten tables, etc.) oven oral sources. Nertheless, whater the initial source of data for

an M&S study since the studies that are of conckene ae those that are performed using
computers, their data must ultimately be represented in machine-readabld liorrgh some
studies may access data recorded in other than database form (e.qg., flttdieehd idikely to

be bward the increasing use of databasewe he widespread use of databasesis of he most
effective means of encouraging data reuse, reducingerome scanning or reeking of data, and
implementing the kinds of data quality impemnent methodadvocatel herein. The primary focus

of thispaper therefore, ion data as represented in databases.

Unless otherwise speigfl, the term “entity”is used heréo mean some realavld object or
phenomenon that is to be described by datas loorventional, narrev sensein the data cons,

an entityis represented byraw in a single relation (table) in a databasé,ib the lager sense, it
may be a highly-structured object, such as agamization, which may be represented only
implicitly by “joining” many relations in a databa8&Vhen it is necessary to emphasize the former
(narraver) meaning of this termt will be qualified by referring to it as “an entity (v) in a
relation” whereas the unquaétl term “entity” should be understood to mean an arbitrarily
complex real-world entity, whether or not it is represented by a single o a relation.
Furthermore, the term “entity” will generally be used in faperwithout specifying whether it
means an indidual, “atomic” entity or a structured, composite entiithough this distinction
may be crucial for some purposes, it can often be ignored in this discussiomwesaresoncerned
with the quality of data itemsyhaterser they represent. By\iding the temptation to makthis
distinction unless it is absolutely necessarg hoped that his discussionvill apply equally well

to atomic and structured data.

The term “attrilute” will be used in its usual sense, to mean some aspect or property of an entity
Strictly speaking, an attnifte therefore corresponds to a column in a relationyhen it will not

cause confusion, the termlMalso be usedds is often done) to mean a speaiituieof an attrilute

(i.e., a cell in a relatiorgontaining he \alue of the attribte for a specific @ or entity) When it

is necessary to distinguish between these meanings, the termutatvahue” will be used to
denote the alue of an attribte for a specific entity

The terms “data element” and “data item” will generally be used to refer to single, atomirtedtrib
or attribute \alues, though the possibility of composite data elements ioloided. As is often
done, the term “data item” will be used to mean either the data element itself or a splemfif v

In some cases, the “real world” being observed may be another model, e.g., when using a model to generate data for
some hypothetical system or situation.

8This generalization of the term “entity” is motivated by the desire to keep this discussion independent of any specific
database paradigm: whereas in most cases, the word “entity” will have the meaning it has in the relational database or
entity-attribute paradigms, it is also allowed to mean a structured object, e.g., in an object-oriented database.



it; when this vould cause confusion, the term “datdue” is used to mean a specific instance of a
data item (i.e., aatue in an indiidual cell in a relation).

Finally, the follawing definitions of erification validation and certification are used here:

Data Verification: The assessment of data with the intent to ensure thasHiesfy
specifed constraints and relationships, conform to spetiflata standards, and are
transformed and formatted properly for their intended sda user grification
performs this assessment using specificationsetefrom the intended use of data in a
particular model for a particular purpodeata producer erification performs this
assessment using standards and sigatibns dened from the produces’mission
statement or the requirements of a specific data user or community

Data Validation: The assessment of data for their intended usediyating the methods

by which data alues hae been dexied and comparing thosealues aginst
independently-acquiredalues that are either kmm or best-estimates. Data user
validation performs this assessment with the intent to ensure that data are appropriate for
use in a particular model for a particular purpose. Data prodatdation performs this
assessment with the intent to ensure that data satisfy stalieltty criteria and
assumptions, dared from the produces’mission statement or the requirements of a
specific data user or community

Data Certification: The determination that dataveabeen erified and wlidated. Data

user certification is the determination by the application sponsor or designated agent that
data hae been erified and walidated as appropriate for the specM&S usage. Data
producer certitation is the determination by the data producer that data been
verified and walidated aginst documented standards or criteria \¢kdifrom the
producers mission statement or the requirements of a specific data user or community

Note that the ah@ definition of “\alidation” includes thealidation of methods used to produce
data as well as checking ivtlual data alues. This is discussed in further detail el
Sections 3.10 and 9.3).

3. ASPECTS OF DATA QUALITY

My approach to understanding data quality relies on the notion of data as modeling’reality
therefore motiate and discuss this webefore discussing data qualfgr se

9For relevant discussions of modeling, see [12] and [13].



3.1 Data as modeling reality

For our purposes, data can best be thought of as a kind of model, i.e., the result of attempting to
describe the realovld (Figurel). Any such description of reality isvehys an abstraction,vaays

A

abstract data
uVieWH
(entities, etc.)

real world

Figure 1: Data as model

partial, alvays just one of manpossible “vievs” of reality. (We are nainly concerned here with
“abstract” data, i.egonceptuakentities, attrintes, alues, relationships, etc. This discussion will
remain lagely independent of the specific representations chosen for these absttéctions.

Any given real-vorld entity process, or phenomenon can be modeled by rddferent data
views, depending on ong’purpose (Figure 2).0f example, the speed of a ship might be
represented by one ofvaral symbolic alues (e.g.slow medium or fas), by a single numerical
value (e.g.20), by a table of nhumericalalues representing speeds undefediint sea and load
conditions, by a set of parameters to an arbitrarily coxfplection of such conditions, etc. In each
such case, a single aspect of reality (the speed of the real ship) is represented bglaeddia v
order to emphasize this modeling aspect of @etallection of data aluesmight be referred tosa
“a data-founded modeli.e., a modetonsistingof data)*!

The choice of what kind of data to use to model reality is made prior to generating the data, just as
the choice of hw to kuild ary kind of model ismade before lggnning to lild the nodel. The
appropriateness of this choider(example, vhich of the abee ways to represent the speed of a
ship) is a crucial aspect of the quality of the resulting dagardéess of what dataaluesare

10Representing data concretely (e.g., in a database) involves mapping abstract data items into specific data modeling
constructs, such as the entities, attributes, values, and relationships of some database formalism. This can be done in
many ways: each such mapping can in turn be thought of as a model of the abstract data it represents. This level of
representation introduces its own quality issues (having to do with datatypes, encodings, field lengths, etc.), but the
present discussion focuses on higher-level issues of data quality, i.e., how well abstract data values represent the real
world for a desired purpose.

1This awkward term is chosen reluctantly, in light of the fact that the more tempting term “data model” is reserved
for a different concept, namely some particular, formal way of organizing a collection of data. Sinhiéatdymt
“data-based model” is too easily miglerstood @1“database model” (which would presumably be a model of a
database)while dternatives such as data-oriented modeBire bo weak.
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Figure 2: Alternate data “wes” of reality

real world X

ultimately recorded. Note that this modeling phase includes formal “data modeling” as wgll as an
prior conceptual modeling, in which abstract choices are made abot kew (i.e., model) the
world.

Once a conceptual model has been chosen, dataswepresenting the readshd according to this
conceptuamodel are either obtained from presting sources or are generated by observing and
measuringeitherthe real vorld or (in some cas@sanother model that is being usesla surrogte

for the real vorld. This generation process plays a crucial role irvigiag high-quality data
values, sincet is the source of thoseales whose quality will ultimately bevaduated. The
generation process may include issmomechanisms for calibraiy, verifying, testing, and
validating its measurement equipment or procedifeswhatever this process entaiiss eventual
outcome is a set of datalues that purport to model the reand in some \ay that is appropriate

for some range of purposes. Thesdues implicitly form a data-founded model; yhmay be
transmitted from their point of generation to some other location, apdiigbe transformed into
something other than their “ne®” form in the process,ub sooner or later tlyemust either be
recorded (whether on paper or in some machine-readable form, such as a database) or “consumed
by some process (e.g., a model) that relies on tRdmmost cases of interestowever, these

values will be recorded and stored sarhere,whether ¢ allov them to be reused in the future or

to provide an audit trail for the process that is using them. It is therefore useful to consider the data
values that constitute a data-founded madebeing “born”only at the moment when there

stored, while recognizing that the birth process itself is of crucial importance\idipg data

quality:

2Data values may be used by a model or simulation without ever being recorded anywhere, for example, when they
are produced from instrumentation of live phenomena.



3.2 Data as residing in databases

Although a data-founded model can be considered in the abstract, itvvengart for mamp
purposes to equate such a model with a concrete database containing ahidatalis prades

a static vigv of data as residing in a database, though it does not capture the dynamic aspects of
data generation or of trenceptual design of a data-founded model pricgh&ogneration and
storageof its constituent dataalues These dynamic aspects must be addressed by focusing on the
processes that generate and modify data (as discussed ine8ection 3.9). Neertheless,
databases pwide a useful focus fanary data quality issues.

In mary cases, M&S studies access their data from myriad, fragmented sources, some of which are
not databases at all. These sources can include paper rectat§les” (i.e., data tables
represented as unstructuredtjethe direct output of softare processes such as models and
simulation$® or of hardvare sensors,afa \alues that hae been generated owented by the
simulation modelers or by domairperts to fill @ps in &isting data, etc. Lgagy systems may be
especially lilely to utilize sources of these kinds, possibly combined with data from actual
databases. While the data quality immment enterprise must ideally address all of thegererit

kinds of data sources, there are a number of reasonsmahagoroblem as one of impiog the

quality of the data in databases. Firsgrewhen a study collects data from disparate sources, it
typically integrates them into a database of some sort prior to use: whereas the form of this database
may be idiosyncratic to the model, it isveetheless a database in some sense, and subsequent
repetitions of the gen study—or related studies—may be able to benefit by reusing its data. It is
therefore often useful to think of the data used by a study as residing in a databasey fdrate

the original source data may be in.

Moreover, the trend in n@ M&S systemss generally bward the increasing use of formal
databases as sources of data for studies; muttte @urrent #ort in the data area is focused on
the collection and inggation of &isting data sources into common “federated” databases that use
standard data elements and standard structures. Whether such databases remain relaileeal or e
toward object-oriented forms, theepresent the ave of the future: M&S systems are increasingly
likely to find their data in formal databagés.

Finally, while it is meaningful to speak of the quality of an abstract dakaevthat is not
represented in grdatabase, it is less useful to speak in the abstract of recovdingteons of this
quality or attempting to utilize suclvauations.One of the purposes of thaperis to propose

13 Although data may be generated by software processes in sometmgessent discussiomsnot consider the

output of arbitrary programs to be “data” unless this output is used by some other gstsasput data. It is difficult

to draw a sharp distinction here, since a model may take part of its input from some other model or some other process
that is generating the data the model needs. However, it does not seem useful to consider all information passed
between two software processes to be “data” regardless of the role that this information serves for the receiving
process. In the limit, a broad definition of this kind would treat as “data” all parameters passed between subroutines
(and by extension perhaps, all data structures in programs). This seems well beyond the scope of the concept of “data
for our present purpose. In particular, accepting this definition would expand the scope of “data quality improvement”
to include most aspects of software design and implementation, which does not appear to be usdiolvéiate

that this distinction may not be drawn in the same iyafhe DIS (Distributed Interactive SimulatiQrtommunity.
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mechanisms for recording and utilizingauations of this kindandthese mushe represented in

some concrete form. Whereas there may be no logical necessity to use databases to record this
information, no reasonable alternvatihas the requisite property of making the information widely
available and easily accessible within the M&S communityis agument implies that “quality
metadata” (dehed in Section 3.5 belo) should reside in a databaskhough it does not
necessarily follav from this that the data described by this metadata must reside in the same
databaseas the metadata itsetir(for that matterin ary databasei} is logically adantageousor

data to reside in the same place as the associated quality metadata.

For all of these reasonisjs not often necessary to distinguish betweedata-founded modeind

its represerdtion as data ia databaserhe term “database” will therefore be used as a sateog
for the term “data-founded model” in the remainder of this papis is done as a matter of
linguistic corveniencedespite thedcts hat a gken model or simulation may get its data from a
number of distinct data-founded models, thatvagidata-founded model can be implemented by
mary alternatve database designs, and that the process by whiclalilnesvin a database are
generated is at least as important an aspect of data quality as the propertiesloéththemsebs

or the propertiesf the database in which theeside.

3.3 Data quality as suitability for an intended purpose

Recognizing data as a kind of model leads to the crucial recognition that it is meaningless to speak
of having perfect, complete, and correct data, just as it is meaningless to speak of a perfect model.
The quality of ag model is relatie to its purposdt is impossible to define the quality of a model
without first defining its intended relationship to the reality that it models, where this relationship
must be devied from the purpose for which the model is intentfe®imilarly, the quality of data

(as modeling the realavid) is relatve to the purpose (or purposes) of the dékes is not to say

that there are no objee#i aspects of data quality (such as acguaac consisternyg, but even these

must alvays be interpreted in terms of the purpose of the datad&ta intended as input to a
simulation modelthe purpose of theimulationmodel itself (or more preciselthe intended use

of that nodel) becomes agl¢ factor in understanding the purpose of the data. Note that it may be
difficult to define the purpose of generic data (such as geographic data) which may be usgd by man
different models for mandifferent purpose¥ Nevertheless, it is crucial to recognize that the
quality ofanydata is alays at least partially rela@ to the intended purpose or range of purposes

of the data.

n this regard, two related DMSO-sponsored efforts have addressed the problem of legacy systems: the Joint Data
Base Elements (JDBE) Project at the Fort Huachuca Electronic Proving Ground (EPG) has developed a reverse
engineering methodology for determining subject area data requirements from pre-existing (“legacy”) databases, and
the M&S Information Management (MSIM) Project has developed a reverse engineering technique for determining
data requirements from legacy models and simulations.

15See [12] for a detailed discussion of this.

181t is an open issue how best to characterize such generic data, as well as hovategasiestimay be useful to
distinguish along the continuum between generic and specificTdasgpaperamply refeis to the endpoints of the
continuum (generic vs. specific), while recognizing that this distinction may be ambiguoascoarse.
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Viewing data as a kind of modgliggests thdtData quality” is a measu of the suitability of data

for its intended purpose (oange of purposes)Since purposes are properties of people, theeabo
might be rephrased d®ata quality” is a measue of the suitability of data for its usetintended
purpose(s) This defines a source of requirements for M&S data quality: a particular usgeeng

in a particular modeling project using a particgi@nulation nodel (or collection oSuchmodels)

for a particular purposeves a specific quality requirement on the data to be used in that project.

This highlights what should be anvibus point—Iut is easy to miss: A prerequisite foryaeffort

to improve data quality should be to identify the potential users (customers) of that data and
understand the purposes and intended usgshtre in mind. This is an inescapable first step in
defining \alidity criteria for data, since such criteria are necessarilyveldti the case of generic
databases, it may be tempting to skip this crucial stesKipping it is perilous. Although this step
may be unnecessary in some cases, e.g., for a databasaritiitog or trigonometricalueswhose

uses are so well understood that their qualityghe their precision and resolutidhis truly
independent of their use, it shouldsaebe takn for granted.

3.4 How can we promote data quality?

Having established the abe conceptual franveork, hov can we promote and impre data

guality in the interest of impxang the quality of modeling and simulatiohBelieve this can best

be done by using a twpronged stratgy to improse data quality by means of emequally
important, parallel approaches: (1) performixpleit evaluation of data and (2) establishing
organizational controlwer the processes that generate and modify data. These approaches require:
(i) augmenting databases with metadata in order to record information needed to assess the quality
of their data, record the results of such assessments, and support process control of processes
affecting data; (ii) encouraging producers and consumers (users) of data to implement
organizational commitments to perform distinct phasesxpfi@t verification, \alidation, and
certification (VV&C) on their data, using metadata both to direct theséti@stiand to record their

results; and (iii) establishing controler the processes thatexft data, to impnee the quality of

data generation, transformation, and transmissioainagsing metadata both to support this
activity and to record its resultif. should be possible to delop aitomated toolso help capture

and maintain metadata wheee generating or modifying data, thereby greadlgilftating this

strat@y.

There are seeral points wrth noting about this stragg First, although much of the focus of this
paperis on aplicit data VV&C 8 this is not an end in itseltibrather a &y of improving both the
guality of the data we use in M&S and our understanding of anddeont in that qualityin
particular VV&C must be used to impve certain ky processes (notably those that generate data
in the first place) in order to impre the quality of future data rather than just “repairingstng

" The term “precision’is used herén its literal sense, i.ethe number of significant digits in a numerical value,
whereaghe term “resolutions usedo mean the level of detail represented by data.

B For further discussion of VV&C, see [16].
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data. Although relately little formal VV&C may hae been performed in the past, the sarfexef
has often been aclwed by r@eating nodeling studies in their entirety or by performing numerous
additional modeling runs to address problems ayg tteee occurred Part of the intent of
performing &plicit VV&C in advance is to reduce (if not eliminate) the need for such repair
efforts. Nevertheless, sometimes the bestywo ealuate data quality is to use data as input to a
model and run that model to see if it producgseeted results. Similarlynultiple model runs may

be used to perform sensity analysis as a means of data qualitgleation. In such cases, VV&C
may legitimately involve running models, yet the intent is still that hsuld ideallybe doneorior

to performing a particular M&S study

In all cases, an M&S study shouldvolve the preparation of a VV&C plan, typically in
coordination with a VV&A plan for ansimulationmodels it &pects to use. A VV&C plan should
include an analysis of the potential risk of using poor data and an assessment of what constitutes
an acceptable el of risk for the study at hand. Based on this assessment andailedbke
resources, the plan should pide a rationale for he VV&C is to be performed, tailoring the
stratg)y presenteth this paperd the needs of the uséne study coordinator (or sponsor), etc. One
crucial aspect of this tailoring process is the determinationwfduantitatve and objectie the
evaluation of data quality can be for the study at hand (and within the resouaidabla). While
quantitatve, objectve criteria for quality are generally preferable ythee not alvays possible or
affordable qualitative, subjectie criterid® such as comparison @igst a range of “base case”
scenarios,@ert opinions (e.g., from a “Council of Colonels”), eer “gut feel” may hee to be
accepted in some cases, recognizing that the user must generally bear the cost of much of the
VV&C to be done in the course of a study

While the abwe stratgy includes a number of interrelated ideas, ynafrthem ivolve metadata.
A discussion of metadata therefore ypd®s auseful $arting point for our gploration of data
quality. However, the reader should bear in mind that the need for metadatavistsierimetadata
issues should not be alled to wershadw the primary issues of oto improve data quality—
metadatas merely acornvenient and concreteay to oganize and structure ounstication into
data quality

3.5 Metadata

For our purposes, the most usefuhywto deine metadata is simply as data about datay An
description or amplification of data can be thought of as metadata. (This definition has the desirable
side-efect of defining metadata as data, whichwdonetadata to be about metadata as well; this

is elaborated belm) When it is necessary to clarify this distinctiove can efer to “ordinary”

versus “meta” data. In some cases, this distinction may be nuwotx&mple, a gien database

might contain an ingger \alue for a time datum in one field and the symbddilue “msec” in a

related field (specifying that the time datum is to be interpreted as milliseconds). One model might
read the symbolicalue of the units field in order to interpret the tiraéue, in which case the units

19 For additional discussion of the distinction between objective/subjective and quantitative/qualitative criteria, see
Section 6, page 27
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field would sere the role of data for this model, wherealifeerent nodel might ignore the units
field (for example, implicitlyinterpreting the timealue as beingn milliseconds)in which case
the units field wuld sere the role of metadata forahrmodel.

The purpose of metadata is generally to supply bfaedata, helping users interpret and use data
appropriately There are manpossible kinds of metadata, corresponding toynpenssible needs,

such as understanding the meaning of a database, documenting its origin, controllingvangmpro
access to it, making it more easily shared acrossrelift disciplines, onaluating and recording

its quality Although the present discussion is concerned with only a single kind of metadata (that
which is required to support data quality), mestrecognize that a database may includeynan

other kinds of metadata as well. In addition, although metadata (as well as data) can conceptually
be abstract, we are concerned here with concrete representations of both data and metadata in
online form?° To fulfill its purpose, a concrete collection of quality metadata must logically adhere

to the data whose quality it describes: this implies that quality metadata should—at least from a
logical perspectie—reside in the same database as the associated underlying data. This can be
implemented in arious vays (including “joins” across separate databases ow%Jigvithin a

single database) to alloseparating data from metadata for certain purposesxkmple, a user
evaluating a database for possible use may need the quality metadata for that databzdbd

data \alues themsebs, whereas a user emyiltg a database that has already beatuated and

chosen for a particular use may no longer need the quality metadata associated with that database.
Nevertheless, quality metadata should be logically (if ngspally) coupled with data in all cases,

to allow users to access quality information about their data wieemecessary

It is necessary to introduce metadata to help measure andreérpeoquality of data because most
data collections (andven mary formal databases) maintain inBaient information about the
intended use of their data to all@assessing their qualitfirst, metadata can directly support data
guality improvement by preiding the information needed to perform constraint-satisbn
checks (type checks, consistgrtiecks, sanity checks, etc.); much of this kind of metadata should
be praided by a good data dictionary (though it may not be in all cases}h& importance of
metadata goesf bgond this. Sincelata should be vweed as modeling realityt is vital to include
sufficient metadata to help a potential user understand the assumptions and limitations implicit in
a collection of data, in order tvaduate it for the uses’intended purpose. Metadata can inform this
evaluation process by telling theaduator the intended range of purposes and the conditions of
derivation of the data. In addition, the results of suaiuations can be recorded in metadaptk
with the data, so that future users can benefit from paktagions. In particulafcertifying” data
requires that trusted parties must use metadata to recorddhthat V&V has indeed been
performed on the data: metadata must describe the V&V that has been done.rRretaliata can
supply the contd needed to control processes th&cfdata: for gample, metadata can record
historical \alues of the metrics used to maintain process coniml such processes. Metadata
should be seen as a means to an end, enabling the intelligent interpretatical@attba of data

and the processes thafeaft data. It is therefore useful taagmine the kinds of quality-related

200ne of the implicit but crucial advantages of online data and metadata is that they should never have to be re-entered
or “re-keyed” for use by an online system; this alone eliminates a significant source of error.
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metadata that should be recorded, asag of identifying the kinds of asfities that should be
performed to ensure data qualitihis is done in detail in later sections.

Since metadata can describe metadata as well as “ordinary” data, a potential confusion arises. Just
as it may be important to Y& metadata specifying the source, time of emiytainty etc. of an
ordinary data item, it may be important tovbahis kind of metadata for some metadata items
themseles. In particularit is vital to hae metadata that can help a usedeate the quality of the
guality metadata in a databas@r example, it may be important to kwothe source of the
metadata that assigns avl@ertainty to a gien data item. Similarlya metadata item may Vvea
missing or inapplicablealues, or it may ha an unknan source or time of entryvhich would

be indicated by metadata about that metadata item. It wesylee useful toerify, validate, and
certify the metadata in a database prior to performing VV&C on its data; in practiayendhis

is unlikely to be varranted, ecept possibly for databases that are both critically important and
static enough to be described by static metadata.

Thinking of metadata as hierarchical atkous to say that metadata that describes metadata can still
be called “metadata” (though it can also be called “meta-metadata” if this distinction is necessary).
It may not mak sense to va all possible kinds of meta-metadata foerg metadata item (sn

more than it may fonery ordinary data itefd), but the potential for such meta-metadata must be
there for when it is needed. Metadata masneapply recursely: for exkample, gery data item has

a source (which is metadataiitlevery metadata item specifying the source of a data item also has
a source. értunately the source information for most metadata invergidatabase will tend to be

the same (or willdll into one of a small number of groups of metadata items, each sharing the same
source); therefore, it will rarely be necessary to specify source metadata for more thaelaie le
metadata abh@ the ordinary datavel. At worst, it will normally be sdicient to supply source
metadata for an ordinary data item plus source meta-metadata for this source metadata, without
recursing to additional \els. Because this recursion rarekceeds one el, weneed ot
normally bother to distinguish between the term “metadata” (which applies to ordinary data) and
the term “meta-metadata” (which applies to metadatafamesmply refer to the upperiel in all

cases as “metadata” and thevéo level as a “data” (which may be ordinary data or metadata).
Similarly, the term “meta-attrisie” will be used heréo denote a particular metadata item, whether
that metadata itemedcribes data or metadata: faample, the time of entry of grdata or
metadata item is a meta-atuile of that item. Much ofhe discussion of stadata describing
ordinary data items will therefore also apply to metadata describing metadata (i.e., “meta-
metadata”), and much tfe discussion ofrdinary data items will apply to metadata items as well.

3.6 Generating metadata
Although in principle, metadata can be added to a databasg &trem in practice, it may be
difficult to construct meaningful metadata retroasyi For example, the source or date of a data

item may be dffcult to determine or reconstruct if it is not recorded when the data iterstis f

21For example, a data item that represents a static quantity, such as a numerical constant or conversion factor, may not
warrant having a timestamp
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generated. SimilarJyreconstructing the rationale for the design of gdtg” (i.e., pre-&isting)
database or for choices of its data element definitions, domains, etc. may be rithér @his

has serious implications fordagy databases, mgmof which may defy the generation and addition
of meaningful metadata at this late stage in their jigec In general, the greater thefidifilty
encountered in attempting to create metadata fpdatabase the greater the indication that the
database is not well documented or easily understood and may therefore be of calb@aus v

For this reason, it is generally preferable to generate metadata for a data collection when that
collection itself is generated oirdt assembled into what we refer to as a “database” (for
cornvenience, ¥en when it is not literally the case). feifent databases come from a wide range of
sources (as discussed aban Section 3.2), in all cases the original comteand documentation

of the data form the basis for the metadata describing that database. If the data souros for a ne
database is some oth@re-isting database, then “generating” metadata for the detabase

may be a simple matter of transcribing or translatiigt@g metadata or other documentation. If

a nev database contains ‘wé data (e.g., resulting from someweaneasurement process or
generated byunningsome model), then metadata for thevrdatabase must be generated along
with the data: this will typically be straightfoasd, since the required metadata will consist
essentially of a description of the process, assumptions, and conditions surrounding the generation
of the nev data. Furthermore, in marcases, straightforavd extensions to database tools should
allow automatic or semi-automatic capture of metadata as a database is generaiean{ite, e
supplying the date at whichwelata items are entered).

3.7 The Cost of Metadata

Enumerating desirable metadata gatées quickly ma&s it apparent that metadata can potentially
require more storage than tbedinarydatain a database. This is a sobering prospect, which
threatens the entire data quality enterprise. If the required metadata avitpsav database with
additional information, he can agone generate, maintain, and use such metadataihgtely it

is not often necessary to pide unique alues for gery metadata item forery data (or metadata)

item. Mary metadata items can be alled to “defwult” to their nominal orxected ®alues. There

is a natural inheritance structure for much metadata, wherein a metadata item for a specific data (or
metadata) item at the datalue or data-elementvel will often dehult to a corresponding
metadata &lue from the databaseséd. For example, the time of last update for a data item might
default to the time of last update for the database as a whole (if the entire database has been
revised). Similarly meta-attrintes for a speadd instance dataalue will often tak their \alues

from the corresponding meta-attrtes of the data-element definition for that data item. Finally
some metadataalues will tend to be the same across most or all attrslof a gien entity while

others will tend to be the same for aagi attritute across most or all entitieakén togetherthese

factors suggest that there may be reddyi few distinct metadata alues in ap given database,
compared to thpotentialnumber of suchalues (which, in the wrst case, wuld be the number

of meta-attrilutes times the number of datalwes, including an metadata alues which
themseles require meta-attuites). This implies that the storagarden for metadata may not be

as seere as it appears. In addition, the cost of creating metadata may be greatly reduced by the
design and widespread dissemination of tools that perform automated or semi-automated
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generation and capture of metadata at the time of data generation or transformation (as discussed
further in Section 6.5).

3.8 Explicit VV&C

One of the main motations for data quality metadata is to support meaningful data VV&C.
Metadata can help prae the necessary corteo interpret andwaluate data appropriatelgis
well as preiding a place to record the results of VV&C atti. The VV&C itself may consist of
mary different kinds of testing and/@uation, ranging from simple consistgrand sanity checks
(e.g., checking for non-gative counts for pysical irventory items, knen geographic identifier
codes, agggate attrilutes haing values equal to the sum of thalwes of their components, etc.)
to high-level judgments as to the suitability ainous classes of data for their intendedxpeeted
application. In particulait is useful to distinguish betweendwkinds of data VV&C, which may

be performed at dérent times by dferent partiesthese areaferedto here & “producer” vs.
“consumer” (or “user”) VV&C andrediscusedin more detail belw.??

This paper dops the cowentional distinction betweerexification and alidation, as elaborated

above (Section 2.2, page T9r data Verification has to do with checking that a data item is of the
proper form, is of the required type and within a specified range, is consistent with other data in a
database, satisfies specified constraints, or in general conforms to “self-contained” specifications
that do not require reference to the reakid (that is, to aything other than the data and the
specifications themse#g) 2 Validation irvolves checking that a data item correctly represents that
aspect of the realaevld which it is intended to model: this goeyted checking that it is of the

right form, requiring that it also be “correct” (where “correctnesgan nodeling reality in the
desired vay). This distinction may notwhys be a rigid one, anddan ke countesproductie to

argue about the precise boundary between theseativities. Nesertheless, the distinction is
usefuland ismade hroughout thigpaper A simplerule of thumbis that \erification can (at least

in principle) be performed without reference tg/thing outside the database itself, whereas
validation cannot?

In addition, \alidation consists of more than simply comparing dataes aginst other knan
values (or the real ovld): wheneer a data transformation is emydal, the transformation process
itself should be alidated to ensure that the transformed data will d&lvin addition to an
explicit validation checks that are applied to transformed daltzeg. This essentiallyvolves
performing V&V (or VV&A) on the transformation process: this is just one of a numbeays w

22 Note: “producers” in this context include all intermediate suppliers, providers, and managers of data, as well as
originating sources.

Z3Verification includes what is called “data editing” in the traditional data processing world.

24validationmayalso refer to criteria within the database, such as the intended accuracy of the data in the database,
but it will always(in generalplsorefer to some reality outside the database, whether this is the reapeosiglsome
other database that is serving as “ground truth” for this one, or the opinion of a subject-matter expert.
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in which VV&C of data and VV&A of models (or processes) are intertwined, as discussed further
in the net two sections.

Validity has two distinctly diferent aspects, whiclwe can efer to as “objectie validity” and
“appropriateness” as discussed eldhe frst of these corresponds to what most people
intuitively mean by alidity: objectve validation ideally requires comparison of data with the real
world. In some cases this is impractical (as it may be in the casgmiodel) and must be replaced
by “expert judgment” as aalidity criterion; lut the choice of thisxpedient should alays be
carefully noted and garded with skpticism. On the other handjaduating the “appropriateness”
of using data for some purpose typicakyguiresjudgment—by the usewho must be considered
an “expert” on the subject of the intended use of the.data

Certification consists of an fafial, authoritatve recording of theafct that data V&V has been
performed and has led to some specw¥@ation of the suitability of the data in a database for
some use or range of uses. Certification of data as being appropriate for a wide rangeaifldses w
in theory be morealuable than certification for a specific usat the relgance and credibility of

ary certification with respect to guparticular use will generally be proportionate to the specificity
of the certification for that use. Thereforeedy general certification shouldvedys be suspect.

Note that itis not the intent of thisaperto discuss specific VV&C aciities in detail, despite their
centralityto ensuring data qualityThe current discussion is rather intended to establish a
framavork within which a rich set of VV&C adatities can (and must) be elaborated in future
discussions. Téipapermerely discusses the theoretical issues surrounding the vetpenmt of
data quality and proposes the concept of a data qualititepeddng with the deition of a
complete framwork of metadata required to support data VV&C.

3.9 Processes that affect data

While it is useful for may purposes to consider data as residing in databaseg (&sl abwve in

Section 3.2), it is equally important to consider the processes that create or change data. These
“data-afecting processes” include those that generate data in the first place, those thaeaiodify
aggraeate, or dekie data, and those that transform, transmit and peteatata for use in other
databases or as inputntmdelsor simulations(Processes that pro@dg data may include the use

of simulationmodels whose output produces input data for other purposes; in some cases,
processes may be intended to transmit data “transparently” withoutingpamgthing, tut if the

potential for change is present, it must be recognized.)

As discussed in Section 3.1 akothe process of generating or creating data typically consists of
observing the real @rld and noting or measuring some aspect of retildy s to be modeled via
appropriate dataalues. In some cases, this mayoiwe collecting or usingxsting data, whether
from databases, “flat files” of unstructured détst, files, paperor oral sources; or it may wolve

using the direct output of sofake processes (including models and simulations) or of laaedw
sensors, or using datalues that hae been generated ovented by modelers or domairperts

to fill gaps in &isting data. Since the M&S studies that are of conbemne ae those that are
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performed using computers, their data must ultimately be represented in machine readable form:
this need not be a formal database in all caseswe can speak of it as a database for
corvenience? It is therefore appropriate to consider “data generation” as consisting of the process
of acquiring or otherwise creating data (from whkatesource and by whater means) to produce

a machine-readable form (i.e., database) that can be accessed by M&S users.

Data generation uolves numerous measurement, calibration, and representation issues that are
beyond the scope of the present discussionwv@er, since data generation forms the ultimate
foundation of data qualifythese issues are central ty attempt to impree the processes that
affect data, as discussed helo

Of course, the initial form used to represent data may not bevéiméual form that a particular

M&S user accesses: data may be transformed inaes between initial generation angptual

use. Havever, we can viev data as residing in a database at each stage after its generation; from
the point of viev of its result, each datfecting process after generation simply transforms data
from one database form to anothEne nat section discussesays of impreing these processes
themseles.

3.10 Improving processes that affect data

In addition to performing VV&@er se it is important to impree the generation and manipulation
of data. Whereas the purpose of V&V isst@luatethe quality of gisting data, the intent here is
toimprovethat quality Ideally, there should be a close relationship between theséiastiOn the

one hand, V&V should»amine the processes thateat data, as well ayaluating the dataer

se while on the other hand, these processes should aid V&V tatitret ¢hat thg can guarantee
that their results arealid. In particulay the methods used to produce and modify data should
themseles be wlidated whenreger possibleas noted ahe, this amounts to performing VV&A on

all data transformation processes.

Except for the decay of media or in&dient changes introduced by what are intended to be
transparent processes (such as the occurrence of undetected errors wimgnfibeg), data can
changeonly when data-décting processes are performed. Therefore, inpgothe quality of
these processes should imyE@nd ensure the quality of the datgytheduce and manipulate. As
has been pointed out in the literature (Redman 1992) there is an interplay bedved&V and
controlling the processes thatedit data. If a database is relaty static, then performing V&V on

it may be the preferred strate since it must be done only infrequently to establish the quality of
the data. On the other hand, if a databasaiil/fdynamic (i.e., frequently fcted by warious
processes), thahataV&V w ould hare to be performed repeatedly to ensure data quality; in such
cases, it may be more costegtive to try to control and impve the processes that change the
database, in anfeft to maintainits quality rather than continually kisng to reestablish it. This

25 As suggested above, capturing data in machine-readable form as early as possible is likely to be the most effective
means of encouraging data reuse, reducing error-prone scanning or re-keying of data, and implementing the kinds of
data quality improvement methoddvocatel in thispaper
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trade-of applies reasonably well to simple, corporate databases oy ttatabase whose uses are
well defined and static. kever, when generating medata, these twvapproaches may coalesce
into one sncedataV&V would be performed as part of the process of generating the data in the
first placég Furthermore, the situation is often more complicated than this simple dichotomy
suggests.

In simple cases, if all relant data-decting processes (including, conspicuoushose that
generate the data todie with) could be preen “correct” and appropriate, it might be unnecessary
to verify or validate the dataver agin. Unfortunatelythe real wrld is not this simple. &t one
thing, these processes may in general be hardedittate than the data $heroduce, in which
case walidating the processesowid aford no leverage wer \alidating the data @eping in mind
that when generating wedata, the tw approaches may become intertwined). In addition, it is
rarely possible to guarantee that data will not be changed by somemmiarad uncontrolled)
process; therefore alidatingrecognized data-fdcting processes is indgient to guarantee the
quality of the data. Moreer, sincethe \alidity of datais relative to a uses intended purpose, it is
meaningless to think oflidating data once and for-alby anytechnique— except in cases where
users’ purposefo the atent that thg affect what is meant by theldity of the dataare knavn

in advance and ner change. In particulait is unlikely that data-décting processes can ensure
that data will be appropriate for asgn users intended purpose if this purposasaunknan when
these processes were created. In such cases, controlling the processesthlatainay prode
some general quality controlitat cannot olsiate the need fonglicit datavV&V, which must ta&

into account the specific intended purpose and use of the data.

3.11 Data quality is relative to users and their purposes

The abee discussion repeatedly refers to users of data anddhtnét the purposes and usey the
have in mind determine the retent criteria for the alidity of data. It is therefore ovth focusing
briefly on users and uses. In our cahit@ gven use of data wolves the emplgment of one or
more modelsr simulationsa perform some analysis, predict some outcome, support training, etc.
It may not alvays be possible to identify specific users of data, especially whemreng generic
databases,ub it should be possible to fimdpresentativausers een in these cases.

The range of intended uses that is attkelol to the xpected users of a database should beya k
factor in designing the database, creating and modifying the processes that populate or maintain it,
and identifying potential V&V techniques to ensure its quakitythermore, thesepected users

and uses and their impact on the design of a database and itsfeletagaprocesses should be
described in the metadata associated with the databa&se—aeshort discussion of these issues,
consisting of a paragraph ordywwould add considerablealue to map databases. This can
provide early-varning fags for the inappropriate use of a database, i.e., when a proposed usage
conflicts with (or goesdr begyond) the intended uses for which the databaas @designed.

26Redman gives an excellent discussion of many of these issues, albeit in a context that is at once somewhat abstract
and oriented toward the commercial world, in which databases are typically generated and owned by the organizations
that use them, and in which they are often used for more straightforward purposes than as input to complex models.
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Although it is possible that avgin database may be appropriate for use by user populations (or for
purposes) that dér from those for which it @s intended, this shouldvedys be cause for
skepticism.

Even diferent user populations with similar purposes may implicitly endikerent assumptions

about their data.df example, logistics modelers may require data about equipmentehices

(such as “footprint” sizes, areal capacities, asatdowus tonnage measures for shipping) that may be
irrelevant to combat modelers. Similarigata-afflecting processes such as agateon may be

defned differently by diferent users: forxample, a resource shared byeml units may be
counted once for each unit or once in total, depending on whether the user is considering
concurrent or sequential emptoent (with or without loss and replacement). Carefaluation

of the assumptions embodied in a database is therefore vital. Only by making such assumptions
explicit (in metadata) can tlyebe examined andwaluated as necessary

4. PRODUCER VS. CONSUMER (USER) VV&C

As mentioned aba, the data in some databases (e.g., geographic information, numerical tables,
etc.) may be quite generic. It may be tempting to beltbat generic databases can bgfied,

validated, and certified once and for all wherythee created, withoutgard to their specific use,

since thg contain relatiely “objective” data. ¥t aspointed outabove, any data can embody
assumptions that are inappropriate for certain uses. The appropriateness of a database for some
specific usenusttherefore bewaluated by the uséf regardless of where the databaatsfon the
generic-specific continuum. Does this imply that the entirddn of data VV&C must therefore

fall on the user? What can the proddef a database do to help ensure its quality?

Since erification is concerned with self-consistgrand conformance toplicit specifications, it

is possible for a producer terify a database in a number odys that are independent ofyan
specific use. Suchevification can be performed in accordance with specifications represented by
the data model and pmther releant metadata, which describe data format, type, relationships,
constraints, etc. Although it is possible that a specifer may ley additional erification
requirements on the data (e.g., more resuéctalue domains, conformance tapected
distribution or auto-correlation results, constraints on relationships anaoiogls data items, etc.),
the producer of a database can at leasfythat it meets its stated spécations for internal
consisteny, format, precision, etc. This implies thariication can often be performed indar

part by the producer of a database, though the consumer (user)wasyg gkerform additional
verification if desired.

Recalling that data should be wied as modeling realityhe nat question is: Can a database be
validatedby its producerindependent of the purpose ofyaspeciic user? Unlile erification,

2" This need not be doriterally by the user: it may be performed by any suitable representative of thehoses
involved in a specific use of the database.

28 pgain, for our purposes, “producers” include intermediate suppliers and managers as well as originators of data.
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validation asks whether a database corresponds to theorddimsome \ay. Here agin, metadata
associated with a database may enable its producer to pesdansvalidation in the absence of
knowing what use anspecific user may intend for the database.dample, the metadata for a
geographic database may say that certain features ave i a specified spatial resolution and
accurag; this can be alidated by checking the data for these featurasagreality regardless of
whether the features themsedwor their specified resolution\ég of detail) or accurac(closeness
to reality) areappropriate for use as input to grspecific model wmoked by ag specific user for
ary specific purpose.

4.1 Objective vs. subjective validity

It is useful b distinguish between tlabjective validityof a database (with respect to the reality it

is intended to model, according to its specifications) andgh®priatenes®f using that database

for some specific purposee., itssubjective validityA producer may (in some cases) be able to
use metadata to prmle objectve modeling criteria for alidating data agnst the real wrld

(though in other cases, the best the producer may be able toalvastvwdata as being presumably
appropriate for somexpected range of uses). On the other hand, a user (consumer) rmics pro
criteria for whether a database is appropriate for its intended use. These latter (user
appropriateness) criteria are entirely rekatio each uses’intended use of the data and cannot in
general be represented in a databagen(as metadata) in amvwe, since thyecome into gistence

only when some usevaluates that database for some intendedse.

Of course, the distinction between data producer and user mayagsdde a rigid one: particular
organizations or indiiduals may play both roles in avgn case and may play #@ifent roles in
different cases. The reason for making this distinction is not to impose aiblaffermalism on
the processes of creating and using datadther to illuminate their salient aspects.

If a user galuates a database for some use and decides to use it, thealdlagan criteria and

results should be recorded in the metadata for the dataleséaXiser ealuates a database for

some use ancejectsit as inappropriate (according to some criteria), it may be unrealistipéate

that user to document these criteria and the reasons for this rejection in the database. In, particular
a user maywaluate a number of databases, some quite casually; it is probably unreasonable to ask
a user to add metadata teeey database that is rejected, simply to document the reasons for
rejecting it. Ne@ertheless, if a seriousauation is performed, itauld be ery helpful to document

the criteria and results of thigaduation, gen if the database is rejected; otherwise, the data quality
metadata will be hedy skewed in the direction of posie evaluations. Furthermore, once an
evaluation has been performed for some purposeoitldvbe useful to record its results in the
database tovaid or simplify re-@aluating it for this same purpose in the future, whatehe

2970 the extent that appropriateness criteria for a given purpose can be stated and evaluated consistently by different
parties—whether data producers or different data users—it might be argued that these criteria are not necessarily
strictly subjective (although there necessarily relative to the use at hand). It might therefore be more precise to call
them “inter-subjective” to emphasize the fact that others besides the ultimate user may be able to recognize and agree
on what these criteria should be for a given use; for simplicity, howtesrare eferedto as “subjective” here
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conclusion of the earlievaluation. Een though eery indvidual use of a database is potentially
different, theremaybe occasions when a database is reused for the same purpose (e.g., where a
given study or type of study is repeated undawy\similar conditions); particularly when such

reuse is likely, users must be encouraged to record both theluation criteria and the results of

their evaluations, gen for databases that are rejected.

4.2 Phases of V&V and organizational commitment

The abee aguments imply that dataevification and &lidation should be split into v'phases”

that can be performed by flifent parties at dérent times. In mancases it is likly that much of

the required erification of a database can be performed by its proddoerever, only objective
validationcan be performed by a database producegpgp®priatenes®f a database for a user’
intended purpose (i.e., its subjeetialidity) must be ealuated by the user (who may also perform
additional objectie validation)¥° In both phases, whewer V&V is performed on a database,
some authority may “certify” theatt that it has been performed and interpret the results of this
V&YV to evaluate the suitability of the database for some purpose or range of purposes, recording
this certification in the databasehetadata.

To summarize, it is useful to distinguish between “producer” VV&C and “consumer” VV&C,
where the former is done by the producer of a database, using metadata to specify criteria for V&V
that can be performed independently of apecific use of the database, while the latter is done by
the user of a database in ordervaleate its appropriateness for some intended purpose.

It is crucial that both producer and usegasrizations commit to performing the VV&C required
by this approach. Whout such commitments—along with the appropriate allocatiorfait end
funds and the establishment of suitable incas®tiwithin each @anization—the enterprise
described herein cannot succeeellviheant intentions can only be realized if “implementation”
issues are gen serious attention, especially in situations wheistirg oganizational incenves
are likely to thwart eforts to imprave data quality

30|n this regard, it may also be useful to consider maaletssimulations @“users” of data. One might hope that a
model’s purpose would be better defined than that of its human user, but this is rarely the case. In fact, models suffer
from the same problem as data: their purposes are rarely made explicit. This makes it difficult to subdivide the problem
of validating data with respect to a human model-user’s purpose into the obvious subproblems of (1) validating the
model with respect to its user’s purpose, and (2) validating the data with respect to the model’'s purpose. Since this
attractive strategy is unavailable, data validation must be performed by viewing the model and its user as a single
composite entity and asking whether the use of the data by this entity is valid. Unfortunately, this greatly complicates
the problem, since it requires not only understanding the human user’s purpose but also understanding the applicability
(and therefore the workings) of the model that the human employs in a particular case. Unfortunately, this validation
process must be repeated for every combination of new user, purposepngidellation and database.



5. AFRAMEWORK FOR IMPROVING DATA QUALITY

An overall framevork for improving data quality should include parallelats to perform VV&C
and to impree the processes thafedt data. This is illustrated in Figure 3. Thigufe isnot

Data producers
and users

Identify Identify
intended/potential sources/owners
users & purposes of data & processes

y y
Characterize data Define process
(using metadata) metadata

Evaluate data Control/Improve
(perform V&V) processes
Record metadata Record metadata

I_, Improve data

Fix data

(fill voids, etc.)

1— Use data

Figure 3: A framwork for improving data quality

intended as a flechart of the actity to be underta&n by an indiidual data producer or user in
evaluating data: rathert attempts to shw the parallel processes that should be fodld by a
community of producers and users in order to im@rihe quality of their data. In particuldine

top left actvity (“Identify intended/potential users & purposes”) should not be interpreted as
something that the designer of amndatabase might under@hkut rather as an action to be
undertalen by an entire data community in order to define appropriate metadata requirements for
use in VV&C. Similarly the top right actity (“ldentify sources/wners of data & processes”) is

not intended here as something that anviddial user might undertakprior to performing an

M&S project ut rather as an action to be undeetalby an entire data community in order to
identify which oganizations perform datafatting processes on avgh database.
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The key to both recording the specifications needed to perform V&V and recording a full history
of VV&C activities on a database is the idéfon and maintenance of appropriate metadata.
Similarly, it is necessary to deé and maintain appropriate metadata to support and record the
results of process control.

The actual VV&C that must be performed on data may Wideti into producer and user VV&C

as suggested abe. Every opportunity to erify and \alidate data should be considered,
recognizing that the cost of this atty must be balanced amst its perceed benefs (i.e., its
potential to impree data quality and the contuition that this can makto the werall modeling
actiities in which the data may participate). Producers and modifiers of databases musih be gi
the resources and mandate to perform VV&C along with their other responsibilities. Users must be
encouraged, motated, and ultimately funded to perform user VV&C as argnalepart of their
using—or @en considering the use of—a database. Guidelines and tools for aiding the V&V
process should be deloped, supported, publicized, and made wideilable3' Database
management systems should be modified tgiate these guidelines and tools, so that users can
perform V&V as a natural concomitant of creating or using a database.

The data-decting processes that generate, mqadifgnsform, and propage data should be
examined, controlled, and impred wheneer possible, in order to impre the quality of the
resulting data. One major challenge to data quality is to pedpand transform metadata as
necessary when derng nev databases fromxesting ones. This is an important aspect of
controlling the processes thafexdt data (including metadata): to thetent that this can be
automated or aided by automated tools, it will greatly reduce the cost (and seaitergiability)

of the data quality approach presented hereveder, automation of this kind must be emyxsal

with caution, since improperly transforming metadata may corrupt it, and corrupted metadata may
be worse than no metadata at all.

The following two sections discuss the metadata required to wepdata qualityLater sections
expand on the ab@ discussion of data VV&C andWwdo control and impnee the processes that
affect data.

6. METADATA TO SUPPORT DATA QUALITY

There are mandifferent kinds of metadata that can be useful for imipigp data quality As
discussed ahae, the motration for adding metadata to a database is that the information
represented by the daiar seis simply insuficient for mary uses. A dataalue that consists of the
number “3” for (say) the number of wheels on an airplane omartsnbre than it containsoF
example, it does not tell us what is meant by a wheel (is it, for instancealemtito a tire, or are
wheels in one-to-one correspondence with tires?), it does not tell us whether this is a normal or
exceptional @lue, it does not tell us tocertain or reliable thealue is or who entered it or when

it was entered, it does not tell us whether tilaerhas been chestk by agone, and if so by whom

and when, etc. A missing or nutkile (or “data @id”), whether represented by a zero, a blank, or

31see Section 8 below for further discussion of V&V and tools to support it.



some other “null” indicatortypically tells us een less: it does not tell us whether thateuldbe

a value present, whether thalue is missing because it is inapplicable, because it is wmkno
whether it is a knen exception or errgretc. In short, a database without metadata is often of
limited value and most lily of indeterminate quality

The purpose of this section is to describe the full range of metadagareagethat wuld enable

the deelopment of a data quality profile to support data quality measurement angemprd.
Whereas a “profile” suggests something that containsethdtsof evaluating the quality of the

data in a database, this is possible only if the database also contains all of the metadata needed to
perform such @aluations in theifst place. Therefore, in order towdop the metadata
requirements for a data quality profile, it is necessary to discuss a much broader range of quality
metadata, of which only a subset will constitute the prpélese Though practical considerations

may limit our ability to generate all of the kinds of metadata discussed here for particular databases,
it is important to identify these caferies if only to map out the full space of quality-related
metadata. Only after this space has been articulated will it be possibledanimakned decisions

about which catgories are of the greatestlue in specific cases.

| refer to a specific, populated instance of a database as an “instance database” or “dataset”. It is
also useful to introduce the term “use-instance” to denote a specific occurrence ahussgignce

of a database.g., a specit dataset) for some purpose; thisyades a vay of distinguishing
between a potenti&ind of use of a database (whithball simply a “use”) and an actual instance

of using a database. Befent users (onen a single user) may empla gven database for similar
purposes (i.e., the sankénd of use) on difierent occasions, where each such empient
represents a distinct use-instance, uniquely characterized by acspeeif dataset, &rsion,
purpose, and time of use of the databdse.

Itis helpful to discuss metadata at three distinetlie the databasevel, the data-element (or data
dictionary) level, and the dataalue (or instance data)vig. All of the metadata at the topvéd
describes the database as a whole, whereas metadata atethewmlevels can be thought of as
being logically replicated for each data item in the database. In addition, some of the metadata at
each leel (including the top) can be thought of as being replicated for eachispsedf the
database orven for each spedd use-instancef the database: much of theatation of a
database (or an instance of a database, i.e., a dataset) is meaningful only in ¥tefsotee
speciic intended use or of some specifise-instancel-or example, a gien data &lue may be
appropriate (e.g., accurate enough or at the rigbt t# resolution) for training purposestot
for analysis, resulting in dérent ealuations for these ddrent uses. Alternately, a gven \alue
may be appropriate (for the same kinds of reasons) for one trax@rgse loit not for another (or
for one analysis studyubnot for another), resulting in éfent ealuations for these ddrent use-
instances.

32To make certain that this distinction is clear, consider the following analogy: The “uses” (i.e., kinds of use) of a car
include shopping, commuting, racing, etc., whereas individual “use-instances” would include going to a grocery store
on a specific occasion, driving to work on a specific day, and racing in a particular race.
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At the top (database)del—and to somextent at the middle (data-elementydéas well—there

are two distinctkinds of metadata, namely that which describes the abstract database (in the
absence of aninstance data) and that which describes an instance of the database (populated with
instance data). At thewest (data-alue) level, the first of these kinds of metadata emko sense:

since the data-elementvid already sems as an abstraction of the da#due level, all abstract
metadata pertaining to the datdues should appear at the data-elemeet,lécaving no abstract
metadata at the datalue level.

The metadata requirements for each of thesddare first presented in outline form (subsections
6.1, 6.2, 6.3), where each item corresponds to gaatef metadata. This is folied by a more
detailed discussion of each cgdey (in subsection 6.4). This discussion does not attempt to
introduce a data model for the required metadata, since thed \we premature: it is necessary to
obtain consensus on the need for metadata and the approprigtarieatbefore attempting to
define specific metadata elements, as required for a data mnpiekslent only those cageries of
metadata that are refnt to data qualityAll of the catgories of metadata discussed here are
necessary either fovaluating or recording data quality; those usectefmrtdata quality results

(and preide the minimum conté necessary to understand those results) constitute the data quality
profile per seand are maid with “*” to shav where the quality prdé fits in the unverse of
quality metadata. The distinction between the data quality profile (discussed in Section 7) and this
larger unverse of quality metadata is not a rigid one: the quality profile is simyilgna(in the
database sense) into thiswerse, which can bec<eended as required.

Note that may of the quality metadata items described here are quadiiatnature (e.qg., x¢ual).

It should not be surprising that theaguation of quality is necessarily sowteat qualitatve. This
must not be confused with the objetti of quality assessments: an assessment may be wbjecti
despite its being qualita®, and making an assessment quantgatioes not prent its being
subjectve. Nevertheless, to thexéent that quality assessments can be made obgeatid
(secondarily) quantitate, they are likely to be of greateralue.

The final subsections of this section discuss a number of issues concerning metadata, including the
need for tools todcilitate the generation of metadatiad leep metadata and data synchronized

with each otherqubsection 6.5), ays of mitigting the storage and transmission requirements for
metadata (subsection 6.6), and the need for mechanismswotladiarolution of the metadata
structure described herein (subsection.6.7)
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6.1 Database level metadata

* o Overview of DB
— Description & meaning of DB
— Intended use/range of purposes and constraints of DB
— Requirements for access and use
— Description of and rationale for structure/design of DB
— Global relationships to other DBs
— Update-gcle information for the DB
* o Source information for the DB
— Source & source credibility
— Classification, accessibiljityeproducibility information
— Release authority for DB
» Characterization
* — Intended resolution flel of detail) and rationale
— Intended quality (accurgccompleteness, currenetc.)
» Cross data-element information
— Constraints
— Distritution measurement information
* « Measured quality (eerallandfor each use)
— Ovwerall accurayg, consisteng, completeness, currenetc.
— Clarity, flexibility, robustness of the DB design
— Appropriateness for intended use
* Process control information
* — Descriptions of (& references to) processes used teeddaita énd metadata) in this DB
— Rationales for choosing these processes
— Agents responsible forddoping, maintaining, & performing these processes
 Status/History/Configuration Management information
— Ovwerall current status of DB
— \ersion historytimes/sources of data/metadata modificationsAsnd
* — Usage (who has used the DB? for what? with what models? with what VV&C?)

* o« VV&C audit trail

(Note: items manid with an asterisk also seras part of the data quality profder se)
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6.2 Data-element level metadata (data dictionary)

* Meaning of this data element & its metaues & metadata
— What this data element represents (and widateisnt)
— Meanings of nulls (unkmen value, applicability of attribte, special &lues, etc.)
— Meanings of xceptions, uncertainty metadata, etc.
» Source & updateycle information for this data element
— Allowing multiple sources with multiple, igelar updateycles
* — Expected “dgradation mode”
* — Classification, accessibiljtyeproducibility information, & release authority
* o Dermation/transformation information
— Aggreagation or other devation information
— Transformation process information
— Process control data
» Constraints, relationships to other data/DBs
— Including entity/attribte completeness, etc.
» Domain/datatype & units-of-measure
* — Rationale for these & their portabilifyexibility, etc.
— Usage-specific restrictions of this elemibmain, including rationales
* « Resolution, precision, intenderected accurgc
— Including rationales, representation-dependence & portability
* o« Appropriateness of this data element for intended use
— Meaning, deviation, constraints, domain, resolution, intended acguedc.
* History of changes
— Audit trail of eolution of domain/type/units choices
— Times/sources of data element modificationsZssd
* o VV&C audit trail
— Concerning the appropriateness of this data element, its domain, type, units, etc.



6.3 Data-value level metadata

* o Quality (overallandfor each use)
— Accurag, certainty (alidation results)
— Consisteng (verification results)
— Curreng (expiration dates, “dgradation modes”, etc.)
— Appropriateness for intended use
— Sources and quality of metadata

e Annotation
— For caveats, specialalues or cases, etc

» Source information
— Source, devation, time of generation/entrgtc.

* Next-source information
— Describing when updates ampected (from where) & what tiignay ofer

* o Dervation/transformation information
— Aggregation or other devation information
— Transformation process information
— Process control data

» Transformation audit trail

* — How this walue has been transformed

* — Information on in-progress transformation transactions
— Times/sources of data element modifications&sd

* o VV&C audit trail
— For VV&C that has been done on thislwe
— Including “scope” of alidationand of certification

6.4 Discussion of metadata categories

This section discusses each gaty of metadata in more detail, with one subsection describing
each of the threevels of metadata (database, data-element, and dit@}vA number of similar
metadata cagpries gist at each of the threeviels; when the meaning or use of these gaties
differs at each iel, these dierences are discussed vldn some cases, hvever, the meaning

of a gven catgory is essentially the same at eaclelein these cases the agoey is discussed
when first introduced, and later occurrences are simply describedg thee olvious, analogous
meaning. It should beelpt in mind that metadata at thevkr two levels is (at least potentially)
replicated for each data item in the database, whereas metadata at tiveltdpderibes the
database as a whole and is thereforeeplicatedwithin a gven dataset®

Some metadata items afescriptivewhereas others asvaluative A descriptve metadata item
supplies an objeate attribute of a data item (e.g., its source, datatype, meaning, olgecti
accurag, etc.), whereas arvaluatve metadata item pvales an ealuation of hav appropriate a



data item is for some purpose. A descviptinetadataalue may change—if the objeatiattritute

of the data item it describes changes#tibwill not change simply because the data item is being
used for diferent purposes. Cuarsely an @aluatve metadataalue may happen to be the same
even when the data item it describes is used féeraint purposes,ub it will generally be dfierent

for each such case, since tivalaation of the appropriateness of the obyectttritutes of a data
item for different purposes will generally be flifent. “Evaluatve” metadata is therefore
necessarily “use-spef metadata describing the appropriateness of a data item for aegpecif
purpose.

6.4.1 Database Level Metadata

This level of metadata describes the database as a whole. It consists mostiyuad te
documentation describing the intent, source, aribus characteristics of the database and its
design. It preides vital contet for evaluating the quality of the database in terms of its source and
its intended range of uses. While it may be unrealistigpea metadata to primle all necessary
contet for evaluating the quality of a database, this should be thought of as an ideal to be
approximated. It may waiays be necessary for users to seek subject-mafterts to help them
evaluate the appropriateness of using specific data for a specific purpose, and it is certaiply not
intent to suggest that metadata should be thought of amthehannel for communicating
contextual information about a databasegckiding the possibility of users contacting data
providers directly to learn about their databases. But it should ideally not be necessary for users to
be able to find others who angpertin the use of a specific databa3éat is, a database should
ideally contain enough conteto allov a subject-matterpert to @aluate its appropriateness for
some purpose without additionally requiring thapert (or the user) to bexpert in the
idiosyncrasies of the database itself. In practice, it may beutlifto eliminate the need for such
idiosyncratic knwledge entirelybut this should be the ultimate goal.

As mentioned aba, metadata at thisvel may fulfill either of tvo roles, namely describing the
database in the abstract or describing some particular (populated) instance of the database (i.e., a
specific datasesometimes called an “instance datasé&Where this distinction is not stated be&|o

it is implied that wheneer a specific instance datasefeati$ from the database in the abstract or
warrants further description, metadata for this instance should idguioNote, hwever, that the

notion of an instance of a database (i.e., a dataset) need not imply a synchronized, static collection
of data values corresponding to a specifiefsion” or “release” of a databasan the one hand, a

given database design might represent sciendiéta collected from a particular kind of
experiment: each time thisxgeriment is run, it generates amndataset, consisting of a static,
populated ersion of this database which all \alues are synchronize®n the other hand, some
databases ararf more dynamic than this: themlues may be updated on a continuous basis, with

or without synchronization, producing no discretersions”. Oerall or aggrgate metadata for

33The tg-level metadata describing a databamssyhave tobe replicated acrosdifferentinstanceof the database

(i.e., datasets), because different datasets may have different, specialized database-level attributes. This implies that
somewhat different versions of the database-level metadata for a given database may exist in different instance
datasets; however, given instance database wiktver ontainmore than &ingle set of database-level metadata.
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such dynamic databases may be reddifi meaningless; metadata foryandividual data alue in

such a database may be quite distinct from the corresponding metadata for otheudatia vhe
database (i.e., for other entities, ows) and may not “inherit” from metadata at the database or
data-element (column)\vels: for kample, the time of entry eould be diferent for data alues
entered at dferent times. Wh this caeat,| nevertheless use the term “instance database” or
“dataset” to include dynamic databases of this sort, sinceem glatabasdesignmay be
instantiated as a number offdifent “instance databases” each of which may be static or dynamic.

Although datasets are often obtained from data sources or suppliers, users may ¢sesupply

or modify datasets under certain circumstances. Users often supply missing data, correct apparent
errors, or een supply intentionally artdial data for a ariety of lgyitimate (and questionable)
purposes. & example, when running trainingkercises or gmes, it is often deemed necessary to
modify data to kep an eercise on track, produce a pedagogically desirable result, or incorporate
the knavledge or opinions of>x@erts engged in the xercise. Similarly analytic studies often
require the generation and maintenance of multiple base casemi@md ‘eccursions” from these
base cases, for analyzing altermatscenarios, performing sengity analysis, etc. In all such
cases, users become data suppliers, andrniust tale responsibility for updating appropriate
metadata to record thadt that thg have made such changes; this should include metadata
indicating their avn assessment of the quality of their changes anddng the information
needed for others tov@&luate this quality independentlfa modified database and its metadata are
to be subsequently madeadable to the original data supplier or other potential users, procedures
must be deeloped for communicating in this “upstream” direction. Similar considerations apply
to reporting data or metadata errors detected by database users.

* o Overview of DB
— Description & meaning of DB
— Intended use/range of purposes and constraints of DB

This should preide an @erall, textual description of the database, including a discussion of its
intended range of appropriate uses andcamstraints on its intended use (e.g., “not to be used for
navigation”). Rarticularly for constraints, it is helpful to pmide some rationale oxplanation, to

ensure that the constraint is understood and not ignored inadvidalthe database/@ves, this
description should be updated as necessagynasmatch between the documented intended
meaning of the database and a sertended use of it should be cause for concern (rather than
being ignored on the basis that the database description may be out of date). This description
should include a discussion of each specific dataset (populated, instance database) for which this
database design is used; as discusse¢tabach instance of a database may be static or dynamic,
and this aspect of each instance database should be documented as part of its description. These are
probably the most important items of quality-related metadata that can be attached to a database,
so the accuracand completeness of this information are vitakvleer, in mary cases this
documentation need not betensve and may range from a paragraph oo of text to several

pages.
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— Requirements for access and use

This should preide general information that a user needs toakimoorder to determine whether

this database is Ity to be accessible and usable, in order toensafuick determination as to its
suitability for a gven purpose. Access information should identify thaiog ageng and point of

contact (POC) pnading phone and &X numbers, e-mail and postal addresses, etc., as well as
identifying the classitation level, whether the database is compartmented or restricted to
government or contractor users, what restrictions apply to its access and use (such as the need for
ary special permission to use the database), anda@mright or foreign distrition requirements

or constraints that apply to it. Information aboutvhim use the database should include an
overview of ary general or speced user requirements, such as whether sppecial soft\are or

hardware are required to use the data, whether pre- or post-processing is required, etc.

— Description of and rationale for structure/design of DB

Every database should include a description of its design and structure and a discussion of their
rationale, relating them to the intended purpose and use of the database. The description should
include such eerall aspects as the language and format of the database. The rationale, among other
things, seres as a consisteynncheck aginst the discussion of intended use: both the intended use
and the rationale for the design of the database should be updated/evhibieedatabase is
extended or changed in significanays. (Whereer the term “rationale” is used in thpaper it is

intended to mean a discussion ofyjwdngiven choice s made, including what options, ifyan

were considered, whthey were rejected, and wtithe chosen optionas considered the best one.)
Furthermore, because such choices may become outdated as conditions and assumptions change,
it is important that additional metadata be associated with egiemant, decision, assumption, or

line of reasoning in a rationale, specifying whenasvdeemed relant (i.e., currencmetadata)

by whom (i.e., source metadata), and with what certainty (certainty metadata). In some cases, a
rationale will consist of a collection of choices, all sharing a uniform time of,esdwyce, and
certainty; lut it is important to allev adding or retracting guments in support of pveous
decisions (in the manner of truth maintenance gumentation support systems), if initial
conditions become valid, thereby undermining initial assumptions.

— Global relationships to other DBs

This should preide an eplicit discussion of thewerall relationship of this database ty athers.
Additional metadata (described belospecifies the actual deaition process by which data in this
database may kia been generated using data from other databases, so the discussion here should
be at a conceptualvel. That is, it should»@lain ary semantic and/or historical relationships
between this database andyasthers, making clear whether the relationshipxiseeted (or
required) to continue to hold trueofFfexample, a database may be ded from an older database

which it supplants (in which case continued correlation between the databasexeot@d), or

it may be intended to represent a dynamic summary ov*édata in anotheidynamic database

(in which case the tovdatabases may be required to remain “in sync”). This discussion should



include ar intended agggation or other Ieel-of-detail relationships between this database and
ary others. This metadata may be of particularneetee in galuating the appropriateness of using
a database for some specific purpose.

— Update-gcle information for the DB

Many databases arevised on a rgular (or irrgular) basis. Dierent lerels of update may be
performed by dierent sources or agents, and somesiens may dect only certain subsets of the
data in the database. The discussion here shopldie hav often, hav regularly, and hev
extensvely the database ixpected to be updated. This has somerkap with “curreng”
metadata discussed beldout the emphasis here is ovigg an owerview of when, hav, and by
whom the database isvised or reissued, rather than omhaurrent it may be at grgiven time;
this should also ge a potential user arverview of when (and he extensiely) the database can
be pected to be xesed nat.

* o Source information for the DB
— Source & source credibility

Source information is of particular interest to the Intelligence commumityall users should be
concerned with the source ofyaslatabase tlyentend to use—and particularly with the credibility
of that source. Credibility may be fidult to quantify but even a qualitatie, textual discussion of
the credibility of the source of the data in a database caergenelpful. The credibility of the
source of a database is an important aspect of its qudity that the source and credibility of this
source and credibility metadata are also important: this is ongargtef metadata that is
potentially recursie—who has certiéd a gven source as being credible, and is that certif
credible?

The source of a database need not denote a single agegdrozation. Some databases mzige

in different \ersions (i.e., be “poly-instantiated”), resulting in multiple sources, afetetit data

items in a database maweaifferent sources. In addition, there is often a distinction between the
immediatesource of a database andutBmate source. Br example, the immediate source of a
database that is deed from other databases (via aggi#on, selection, or other transformations)

would be the aganization that performed this deation, lut the ultimate source of the original data

that was transformed may be aféifent oganization. Een if no signifcant transformation is
performed, intermediate data suppliers may collect and distrdata from a&rious sources, and

this process may be repeated atesal levels. Furthermore, the “ultimate” source of a database

may be construed as the originator (generator) of the data or agdhiation that tads ultimate
responsibility for maintaining the database, where these oftlan. dif metadata supplier must
therefore decide whether the “source” for a database should be the immediate source of the data or
its ultimate source (in either of the dvéenses ale) or een the entire chain of intermediate
sources between the ultimate source and the immediate souyuenéts can be found foryaaf

these alternates, and the correct choice may depend on the particular database in question. In
some cases, the immediate source of a database may be incidental, whereas in some cases the



ultimate source may be unkmp; in general, the immediate source i®hkto be knan with a

high dgyree of confidence, whereas the ultimate source may be ambiguous or conjectural. In some
cases, recording an appropriate point of contact in the soga@zation may be more useful than
attempting to capture a complsequence of sources; notevager that such information (or gn
information about sources) may become outdatedgamizational roles, telephone numbers, and
locations change. Attempting to record chains of intermediate sources may be espeslaly lik

result in outdated information, since this amounts to encoding in the metadata for a database the
organizational relationships among stabklders for that database, which may well be molagile

than the database itself.

— Classification, accessibiljtyeproducibility information

Detailed information as to formal accessibility should be included here. These characteristics of
the database may bear only indirectly on its qudltythey are releant if only as an indication of
whether the database can be (or islliko have been) ¥posed to public reew.

— Release authority for DB

This is a formal requirement for classified databasdst s useful information for andatabase,
even if the “release authority” is informal. Kwing who has responsibility and authority for
releasing data may help the user assess its quality and understand (or fingtloungy about the
database that is missing from its metadata.

» Characterization
* — Intended resolution (el of detail) and rationale

This should describe the intendeckrall level of resolution of the data in the database—including
the rationale for choosing thisvid, in terms of the stated purpose of the database and its design,
source, and relationship to other databasehd etent that the databasannotbe characterized

as haing a single, uniform kel of resolution, this lack of consistgnghould be madexgplicit and
justified in terms of the intended uses of the database.

— Intended quality (accurgacompleteness, currgnetc.)

This should be a statement of intentioraiagt which actual accunaccompleteness, currenetc.

can be measured. (The meanings of these terms are discussejifrelm the point of vie of the
database designers and maintainers, the quality of the database should matchqay ks
intended qualityFrom the point of vie of the users, the intended quality may be of less
importance than the measured quabitit the intended quality mertheless indicates a &ky upper
bound on the Ml of quality of the database, sincéoef (and funding) are unléy to be &pended

to achiee a higher ieel of quality than intended.



* Cross data-element information
— Constraints
— Distribution measurement information

This describes consistgnconstraints across data elements and statistical checks to be applied to
distributions of \alues across ddrent data elements in the database. (Metadata for such checks
applied to distriations of \alues ofsingle data elements should be specified at the data-element
level.)

* « Measured quality {erallandfor each use)

This is an werall assessment of the quality of the database. It should summarize the measured
guality of the indvidual data items in the database, as well as the resulty ofarall evaluations

that may hee been performed (such as statistical tests of disivifis of data, consistepchecks

among related data items, spot checking for acguwtdata alues, etc.). It is possible to assess

the quality of a databasitherwith respect to some specific use or range of uses of the database
or in general. Br example, if the database has been used for some number ofcspepbses

(e.g., as input toarious modeling studies), each such use-instance will be documented in the usage
metadata discussed betoa separate quality assessment for each use-instance should be recorded
here and linkd to its corresponding usage histofyjne quality metadata for a database will
therefore in general consist of a number of replicated sets of metadata, each set corresponding to
one historical use-instance of the database. In addition to this usagg-djnélity information,

there should generally also be aei@ll quality assessment of the database, which should include

a summary of the quality assessments of all of its use-instances.

— Owrall accuray, consisteng, completeness, currenetc.

The term ‘dccurayg” is usedto mean a measure ofwiavell a datum matches some reaiid
entity or phenomenon that it is intended to represent; this forms the basiofmedsve validity

(as discussed abe). In some cases it may be possible tovjgl® numerical bounds on the
measured accurg®f all data items in a databasaijlihg this, a qualitatie assessment of the
overall accurayg of the database should been (possibly bro&n davn into subsets of the data,
which may hae different accurag). When accuraccannot be measured objeetiy at all,
evaluation by a subject mattexpert may hee to be used instead. Whereas acgunawlves a
comparison of dataalues with &ternal entities, “consistegitis a result ofverification efforts,
which measure v well different data items within a database agree with each other or with
specified criteria (such aalfing within expected ranges, belonging to acceptable enumeration sets,
or other constraints). Such criteria and constraints may fexatit for diferent instances of a
database (i.e., ddrent datasets) and for fdifent use-instances of asgn dataset: fon@mple, a
given usage may impose additional constraints or restrictions on thalalkoalues for a data
element. At the databasedét, consistencassessments include aguate ealuations dexied from
measurements of specifdata itemsand overall measures of consistgnacross data items



(standard database terminology refers to such specified congistéaga as “lisiness rules”).
As with accuray, consisteng may \ary for different subsets of data in the database.

The “completeness” of a database is an assessmemnwahitich of its intended content is present;
evaluating completeness is another aspecedfigation. Metadata at thisvel should preide an
overview of how much null (or “wid”) data is present in the database, in order to support
alternatve “voids management” strafies. Either data producers or users can identify missing data
and tale action to supply missingalues, e.g., by seeking tmd or generate correcialues,
interpolating, or “aking” data in some ay. Database-k&| metadata should record treeft that
such actrities hare been performed, whereasvkr-level metadata should supply more detailed
information about whatalues hge been added to the database.

The “curreng” of a database is an assessment of tp to date it is (which @n may be ditrent
for different subsets). exclude “relerance” from this “@erall” list, since that is by dfition
relative to a uses intended use of the database.

This database-del metadata must also specifyyatesired consisteganeasureacrossthe aboe
metadata measures forfdifent instances oevsions of the databaserfexample, if the measured
accurag of two different \ersions of the same databasdedg by more than some speed
variance limit, this might alert a user (or the maintainer) of the database to problems with the data
or with the \alidation process used to measure acgurac

The actual measures of accyramonsisteng completeness, etc. may result from multiple V&V
processes, so thenust be multi-alued. Bgond this,they are left unspecified at this point.

— Clarity, flexibility, robustness of the DB design

At the database Vel, it is appropriate tovaluate the design of the database itself with respect to
its stated purpose and intended use. Thiglues assessing the clarity and appropriateness of the
design, as well as it¢ekibility and rohustness across bky extensions of its intended purpose.
Although it is possible for a rigid, ixéensible design to satisfy a spéciintended use, it is
generally preferable for a database design tavalty grovth and moditation of its original
purpose. This information should include a discussion of (and rationale for) the normal-form of the
data, and anrelevant data modeling information, including the dessg®lationship to the DoD

Data Model and anuse of gtended form (e.g., for pointers, algorithms, etc.). Note that meta-
attributes such as claritylexibility, and rolustness are inherently qualitai(though not
necessarily subjeet). Although this information may not be of interest to a user who anticipates
using a database only once, it may bevaseto a user who is contemplating the use of a database
over an etended period of time or for an open-ended range of uses; it may also be of interest to a
maintainer or manager of database who is trying to assesaluts v terms of its potential
applicability and longéty.
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— Appropriateness for intended use

This should preide a high-lgel evaluation of hav appropriate the database is for its stated purpose
and intended range of uses. Since this assessment may be tprigadior diferent uses, it should

be stated separately for each specific use, and it shoulgligtly link ed to the usage metadata
described belw; only if the intended use of the database is quite wanidl it be meaningful to
provide a single, werall evaluation of its appropriateness.

* Process control information

* — Descriptions of (& references to) processes used teeddaia &andmetadata) in this DB
— Rationales for choosing these processes
— Agents responsible forkdoping, maintaining, & performing these processes

This should preide a high-leel discussion of the processes that are used teedeenerate,

collect, and transform the data (and metadata) in this database. In addition to documenting these
processeper se it is important to document the rationale for choosing each such process, so that
these can be understood amdleated aginst the stated purpose of the database (as welhastg

a gien intended use). Documenting the parties responsible for choosing\eshopdeg these
processescilitates galuating these choices, both by making apparent the implicit goals and needs
of the agents wolved and by alleing direct contact with those agents to clarify the rationale for

ary choice that may be inadequately documented. (It is important to include agents and processes
that apply tanetadatan this catgory as well as those that apply to dag¢a se) This information

is of particular releance in galuating the appropriateness of using a database for some specific
purpose.

» Status/History/Configuration Management information
— Owrall current status of DB

This should be a concise, high# statement of the condition of the database, indicating whether
it is in transition, ha stable it is, and whatpected future changes willfa€t it. For databases
that are updated and reissued on a periodic (or ad hoc) basis, this should includeratconrf
management” information thakgains hav versions are maintained and by whom, as well as
references to descriptions ofyastandard methodology or sotive used forersion control. Such
information will be database-specifieitht may be useful to attempt towddop or adopt a standard
scheme or formalism that could describe the status of the majority of databases of interest.

— \ersion historytimes/sources of data/metadata modifications/esnd

Explicit version history should be maintained, wiv@ which agents rased the database at which
times and what kinds of changesytimeade. Changes to structure, content, or meaning of both data
and metadata should be described at a concepughl $o that a user canaduate the semantic
impact of ay revisions. Note that the impact of avi®on is not necessarily highly correlated with



the number of data items changed: fearaple, restructuring or redeihg the meaning of data
items may not ivolve ary changes to dataalues at alf* At the databaseel, the crucial need is
to capture a qualitate sense of thexeent and import of a uésion in semantic terms.

Although the primary purpose of this metadata is to recdidiafchanges to a database by the
ageny or oganization that wns and has responsibility for maintaining it, this can also be used to
record ag changes made by a usegamization, i.e., when customizing a database for a specific
use or when correcting errors found in aycopthe database (whether or not this is associated with
a specific usage of the database). Whena user finds errors in a database, established procedures
should allev notifying the evner of the databaseytithe uses copy of the database should inyan
case be annotated to shwhat modifications were made, by whom, when, ang; whaddition,
errors should be analyzed to determine whether additional V&V mayptvanted to catch similar
errors in the future. Whemer relevant, all change information (whether it is the result of
customization or of correcting errors) should beduhko usage metadata, to allceconstructing

the motvation for making such changes and the conditions under whighwviéére made.

* — Usage (who has used the DB? for what? with what models? with what VV&C?)

This should preide as complete a usage history of the database as possible, including a point of
contact for each instance of use (use-instance) and a higlhdksscription of what the database
was used fqrhow it was used, what VV&C as performed speahlly for this use, and ho
appropriate the databaseasvultimately found to be for this use. The VV&C information stored
here werlaps with the VV&C audit trail (bedo) to which it should be lingd.

* o« VV&C audit trail

A high-level audit trail of VV&C should be maintained for the database as a whole, describing the
history of quality assessmenfats applied to this database, andwllmy non-binaryconditional

and qualitatre certification results to be recorded. This information should beditikthe usage
history described alve as well as to VV&C audit trail information at the data-element and data-
value levels, both to @oid redundang and to preide three distinct—it consistent—beels of
VV&C metadata, ranging fromverall assessments of the quality of the database as a whole to
specific results for indidual data items.

6.4.2 Data-element Level Metadata (Data Dictionary)

This level of metadata describes data elements and pusisiblevalues—not theiactual
(instance) wlues. This praides the semantics for interpreting data, as well as the rationale for

34The metadata for a data field named “size” might be changed to reflect the fact that the size field had in fact always
represented volume but had previously (and erroneously) been described as representing area. This changes the
interpretationof every value of this data field without changing any of the values themselves.



representing real-arld entities or phenomena in terms of particular data items. It characterizes the
sources of speadd data items, x@lains hov they are dewed, provides consistenccriteria and

other constraints, and mekeplicit any relationships between data items in the database and other
data items either within the same database or in other databases.

In general, the purpose of thiwé (corresponding to a data dictionary) is toyule an abstract
description of each item that appears at the daltzeVerel. Nevertheless, as mentioned abo
metadata at this el may still sere either of two purposes, namely describing a data element in
the abstract or describing some particular instance of a data element (i.e., in a specific dataset). F
example, a gien data element (weed abstractly) might be capable of naming aountry
whereas its use in a speéciinstance of the database may be restricted to naming countries in a
particular geographical area. It could bgued that “instance” metadata of this kind should be
stored at the dataalue level; hovever, it seems to makmore sense tceekp this kind of instance
metadata at the data-elemenele at least when it corresponds to related abstract metadata at this
level (such as in the alee example, where it describes the domain of a data item). This points out
that while descriptie metadata at the data-elememnele(e.g., domain informatiorysually
remains the same for avgin data element across all uses;aih change if a particular use
specializes or modés the domain of a data element, its entity/attelcompleteness, or some
other objectve attritute. On the other handy&uatve metadata—which describes the
appropriateness of a data item for a specified purpbees-as elsghere, is avays use-specific.

In addition, since each data elementii@bn corresponds to an “attuile” or “column” of a
relation, each data-elementdéd metadataalue supplies a logical “dadilt” or “inheritable” \alue

for the corresponding metadata for each instance (ddua-lerel metadata) of this attiibe within

a gven instance of the databaser Example, if the metadata for a data element specifies a source
for a gven attrilute in a g¥en instance database, this source metadata can be thought of as being
inherited by gery value of this attribte in this instance database.

For standard data elements (SDEs), some data element metadata may come DoD$he
(Defense Dat®ictionary S/stem, as described in [9]) or from some other standard data dictionary
Further mary of the metadata items described here forvargidata element will des (or

“inherit”) their values from rav (entity) metadataatues in an instance databaser &ample, if

the data (and metadata) items fonaegientity (represented by asgn raw) in an instance database

come from a single source or were entered at the same time, then this source or timestamp metadata
would be inherited by all data and metadata attei® (columns) of this entity (9.

* Meaning of this data element & its metues & metadata
— What this data element represents (and widkatesnt)
— Meanings of nulls (unkmm value, applicability of attribte, special &lues, etc.)
— Meanings of xceptions, uncertainty metadata, etc.

This describes the semantics of a data elemgplaieing what it is intended to represent (and
what it is not intended to represent, if this is at all ambiguous, which it often is). This should include
a discussion of the meanings ofyarull or other gceptional alues for this element (d#rent



kinds of null \alues may represent such things as whetherghe of a gien instance of this
element is unknen, unknavable, of unknwn knavability, of unknavn applicability knovn to be
inapplicable, etc., whereas otheceptional alues may imply that thealue of a gren instance is

a knavn exception, an errgretc.). While the specific null anaaeptional alues alleved for this
data element should be described under its domain (discussed) b#le discussion here
concentrates on thmeaningsof the \arious kinds of nulls andkeeptions represented (rather than
on the domainalues used to represent them).

» Source & updateycle information for this data element
— Allowing multiple sources with multiple, igelar updateycles

This refines the source and updagele metadata for the database as a whole: it focuses on the
source and rgsion of a particular data element, which may b&edént for diferent data elements
within the database. Dérent levels of revision may occurcorresponding to more or less complete
revisions by more or less authoritaisources or agentoiFexample, a database may be “cleaned
up” (e.g., by haing consisteng checks applied to it) more often than it igeaerated from its
source; rgeneration may result in more up-to-dagdues, It it may introduce ne errors or
inconsistencies as well. This metadata muswaflar multiple sources (authoritag & other)
having multiple, irrggular update-ycles.

As with the corresponding databaseelemetadata, the distinction between this and “cugrenc
metadata is that this\gs a potential user anerview of how often this data element is dily to
be revised and, in particulaof when (and he extensvely) it can be gpected to be xesed nat.

* — Expected “dgradation mode”

Metadata for each data element should include information as to the “mode” in \&hiek of
that data element arxgected to dgrade @er time: some alues become continuously less
accurate or less meaningful asyttzge, whereas others remain entiredjidsuntil they “expire”
(i.e., when somewvent changes the reality which theepresent). This “dgadation mode”
metadata should be recorded here at the data-elemwelnt ieapplies equally to all instancalues
for the gven data element in avgin instance dataset (and for @egi use-instance)ubit should
be recorded at the datalue level if it is specific to a particular instancalwe of this data item.

* — Classification, accessibiljtyeproducibility information, & release authority

This is analogous to the egalent metadata at the databaselldéut applied to the data element,
if the data element dérs from the database as a whole in ahthese attribtes.
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* o Derivation/transformation information
— Aggreagation or other devation information
— Transformation process information
— Process control data

This speciies whether and o values for this data element are ged from other data, and it
describes antransformations that are applied in generating this data element. The discussion here
should describe graggreation or other devation method used to generate this data element, and

it should refer to another data alues used in this degdtion. The dewiation process itself should

be described in full mathematical detail, and each source datum used in\h&ateshould be
identified by its meaning, its source (e.g., another database), its nqreetee range ofalues,

etc. If a data &lue is computed as the result of running some program (includingpblimited

to, some model or simulation that may use other data as input), thesrglmnand source of that
programand of its input data must be documented here. Simjlary transformations that are
normally applied to this data element should be described in full detail, gndlerant process
control information for this data element (such as historielles or statistical distriion
information about process control parameters) should be recorded here as yvd#érifation or
transformation process that is too comple be fully described in simple mathematical form
should be documented by a complete process description: this may be supplied in place, either in
text or as a formal process model (using a standard process modeling methpdotdggs
IDEFO), or it may refer to anxéernal description of the process in some appropriate form or
publication.This metadata is of particular ndace in understanding andatuating the
appropriateness and quality of a data element. Note that this information majebentlifor
different instances of awgin data item in diérent datasets.

» Constraints, relationships to other data/DBs

This metadata describesyaronstraints that apply to this data elemenygobd those implied by

its domain and datatype. In particyl#émis is the place to documentyadesired consistegc
constraints imolving this data item, including what are often referred to asittess rules” for the
database; such constraints mightoine relationships between this data item and others in this
database or in other databases. &ample, if a data item represents an agafgien of other data

items (whether in this database or some other database), this constraint should be stated here,
giving a complete specification of Wwdaggregation” is to be performed in this case. Metadata at

this level may also describe consistgror statistical checks to be applied to disttibns of \alues

of single data elements (i.e., distritons of \alues in columns). Constraints and relationships
should be described indte along with their rationales; thahould also be stated formaliy terms

of mathematical relationships or references to procedures or programs used to enforce them.
Ideally, constraints and relationships should be represented in a deelarachine-interpretable
formalism, to &cilitate automated consistgnchecking. In particulanf automated or semi-
automated tools are used to perform consigtehecking, then the consistgnconstraints and
relationships used by those tools should bevddrdirectly from these metadata descriptions, in
order to &oid the configuration management problem ofitig to maintain consistepdetween
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the documentation of those constraints (in metadata) and their implementation (in the rules used
by the tools).

— Including entity/attribte completeness, etc.

Each data element should be characterized in terms of its “completeness” in batlsehses. A
data element representing some reatlventity is “entity complete” ifeery real-vorld instance

of this entity is represented in the database (that is, if the database includesoataining an
instance of this data element fareey instance of the entity in the reabsd). This says that the
database models a “closednid” (with respect to this data element) in whiclegy entity is
known; if a data element 3ot entity complete, then the database models an “oelal\(with
respect to this data element). Independently of this, a data element isitaitomplete” if gery
instance of the data element (which in general represents somgatfisome entity) has alue.
This says that there is alue for this attribte (column) for eery row in the database. If a data
element igequired to be attrilite complete then it is called “obdtpry” (as opposed to being
optional). These tw kinds of completeness information should both be presenvéoy eata
element. Theiffst of these (entity completeness) cannot eefied by reference to the database
alone—it must be alidated with respect to the reabvid—whereas the second (attuile
completeness) can benfied simply by checking that each such atitéin the database has a non-
null value. Entity completeness is thereforealidity constraint, which appears in the database in
the form of a metadata assertion about the relationship of the database to tlueldealivereas
attribute completeness is a computable feature ofengiataset; that is, a metadata assertion that
a database should be attrib complete can beexified by checking for non-nullalues of that
attribute in a g¥en dataset, without reference to the readlek Each of these types of completeness
therefore requires twmetadata items: one to specify whether the databastemsledto be
complete in the gien sense and the other shiog the result of checking (byalidation or
verification, respectely) whether the databaseinsfact complete in the gen sense.

» Domain/datatype & units-of-measure

Units of measure should be stategleitly for any data element for which this may be ambiguous.

In addition,| distinguish between the “domain” of a data element (which is the possibly infinite set
of allowed \alues for the data item) and its “datatype” (which is the typalfevallaved). For
example, a data element representing 3-character country codes has thextygeniteed to 3
characters), whereas its domain is the seigal leountry codes, rather than all possible 3-character
strings. The more informat (i.e., restrictie) this metadata can be made, the more useful it is for
automated data checking; it may therefore be helpful to introduce a third concept in addition to the
“base type” of an element and its domain. The base type (exg.inkeger, real) speciés the
underlying \alue set from which a data elementalues are dran, which is generally too
unrestrictve to be of much help inevifying data. Similarlyif the domain of a data element is
interpreted as the wrerse of alues from which the data itesmalue is dran (e.g., all possible
country codes), this may still be too unrestvietisince, for @ample, a particular instance of a
database may be restricted to codes representing countries in a specific geographical area.



Each domain should be defined (araaned so as to makits intended meaning clear: ideatiata
elements whosealues are dman from a single (semantically de¢d) set should use the same
domain, whereas data elements whasees are dran from a semantically dérent set should

use diferent domains. The criterion for whetheiotsets are semantically fdifent is not simply
whether thg contain the samealues: a gien set of alues (such as “1, 3, 5”) may be used forynan
semantically dilerent purposes, e.g., as arbitrary identifiers (such as part numbers), odd numbers,
numbers diiering by 2, etc. The notions of “hame-egalence” and “subtypes” from programming
language theory are useful in thigaed. Name-equwialence treats tw potentially-distinct
collections of alues as being the same only if both the names of these collentidtise \alues

they contain are the same: that isotwollections containing the samealwes are considered
different if and only if thg have different names. A domain deition should consist of a
descriptve name intended to cegy the semantics of itsalues (e.g., Oddingers, RrtNumbers,
EuropeanCountryCodes, etc.); this name should be weeghdere that the same semantics are
intended (so that data elements using “1, 3, or 5" to represent selected gdsimbelld use the
domain OddIntgers, whereas other data elements using “1, 3, or 5” as part nunthoddsse the
domain RrtNumbers). Similarlythe notion of “subtypes” (or subdomains) shouldvalttefining
domains that are subsets of other domains, such as EuropeanCountryCodes as a subtype of
CountryCodes. Unfortunatelyhe need for werlapping, semantically distinct sets can get quite
comple, resulting in a proliferation of subdomains. Rather thayistering all such ariant
subdomains as standards \tineay be represented as use-instance metadata at this (data-element)
level.

This metadata may be tifent for diferent instance databases, e.g., when a data item has a more
restricted domain in one dataset than in anoWaerations lile these are representegbkcitly by
the “usage-specific restrictions” metadata sulgmatebelav.

* — Rationale for these & their portabilifyexibility, etc.

The rationale for the choice of units, datatype and domain for a data element should be discussed
in sufiicient detail to allav a potential user of the database \taleate these choices, particularly

with respect to their portability and fibility (i.e., for unanticipated uses of the database). This
metadata is of particular refnce in galuating the appropriateness of using a database for some
specifc purpose. Note that meta-attudes such as portability antexibility are inherently
qualitative (though not necessarily subjeel.

— Usage-specific restrictions of this elemetbmain, including rationales

It is often useful to restrict the domain of a data element for a specific use, without redefining the
data element.df example, if a data element represents country codes, a specific use might focus
on a particular geographic area, for which only a subset of all country codishve Igal. Rather

than restricting the deiition of the domain for this data element (whicbuld then mak& the
database inappropriate for useeo less restricted geographic areas), this metadatgargte
provides a separate place to record such usage-specific restrictions, as well as their rationales. In



addition, it may be useful toekp historical usage data here, recording when specific restrictions
are used for specific purposes.

* « Resolution, precision, intendergected accurgc
— Including rationales, representation-dependence & portability

This should describe the resolutionv@eof detail) and precision (hnumber of significant digits in
numerical \alues) of this data element, as well as its intended &pécted accurac The
discussions of resolution and intended acoutsere rehe those of the database as a whole. In
addition, this lgel of metadata should discuss/aepresentation issues (such as precision limits
imposed byield-length or encoding), and should reatlear ay potential portability problems
introduced by both abstract and representation-dependent choices made here.

* o Appropriateness of this data element for intended use
— Meaning, deviation, constraints, domain, resolution, intended acguedc.

This provides an galuation (as a result of user V&V) of Woappropriate this data element
deinition is for some spedd intended use. In marcases this will defult to the highetevel
evaluation of hav appropriate the database as a whole is for this ws$et may conersely be
useful to ealuate data-elementvel choices in order to aue at the verall database-le|
evaluation of appropriateness.

 History of changes
— Audit trail of eolution of domain/type/units choices
— Times/sources of data element modificationsZsd

At this level, a history should beelpt of ary changes to the definition of this data element, i.e., its
type, domain, units, or meaning. The times and sourceyaiuah modifications should be stored
in this metadata, and the changes themesedthiould be recorded in Bcient detail to allev a user

to evaluate the meaning and impact of these changes.

Just as at the databaseedk although the primary purpose of this metadata is to rectoibf
changes to a database by the agemcomanization that wns and has responsibility for
maintaining it, this can also be used to recogd@manges made by a usegamization, i.e., when
customizing a database for a specific use or when correcting errors found ynod tb@pdatabase
(whether or not this is associated with a speaitage of the database). Customization for a
specific use at thisvel should normally be represented by “Usage-specific restrictions” metadata
(discussed alve), hut actual errors and gigeneric customization of data element definitions (e.g.,
changes that auld be shared by all users in aen oganization) should be represented here.
Although it may be relately rare for users to find errors in data element definitions, wheae
user does find such errors, established procedures shoulahatiying the evner of the database,
and the uses’ copy of the database should be annotated tavstioat modifications were made, by



whom, when, and wh in addition, errors should be analyzed to determine whether additional
V&V may be warranted to catch similar errors in the future. Wiveneelevant, all change
information (whether it is the result of customization or of correcting errors) should bd timk
database-k&el usage metadata and data-elemesd lesage-specific restriction metadata, tovallo
reconstructing the matation for making such changes and the conditions under whighwre
made.

* o VV&C audit trail
— Concerning the appropriateness of this data element, its domain, type, units, etc.

At this level, VV&C audit information concerns gmvaluation that has been performed on the data
element dehition itself, i.e., its type, domain, units, and meaning. This information should be
linked to the usage history describedab(both at the databased¢ and the data-elemenvéd)

as well as to VV&C audit trail information at the database and ddie-\evels.

6.4.3 Data-value Level Metadata

This level of metadata describes actual instanakies of data, including grannotations or
comments aboutxeeptional alues, missing data, etc. Argh instance database is by definition a
single \ersion of the database as a wholg,ibmay contain indiidual data alues dexied from

different sources or dérent generationycles. Metadata at thisvel documents a specifiession

of a specific dataset. The emphasis here is therefore on the quality and specific characteristics of
the data alues that are present (or missing) in this dataset. In recognition atthledt dataalues

do not alvays adhere to thexpected characteristics of their corresponding data elements, it is
important to allav metadata at thisvel to replicate and specialize the corresponding data-element
metadata for a gen data alue (for @ample, specifying some additional restriction on the domain

of a given attrilute for a gien entity), as well as allong ubiquitous free annotation at thiséé

Metadata for a gen data &lue may in some cases be inherited from the corresponding metadata
for the entity (rev) or attribute (column) of this dataalue. In practice, this should greatly reduce
the amount of metadata required to characterize the quality of a dataset.

* o Quality (overallandfor each use)

This metadata cagery prozidesmeasued quality of indvidual data alues, i.e., the dgee to

which the satisfy the accurgaequirements, constraints and other relationship specified by their
corresponding data element definitions and the database as a whole. In addition, this must include
measurements of treppropriatenesof these dataatues for their intended use. Although it is
desirable to makthese metadata items as concrete and quamiétipossible, quality assessment

may inherently idolve qualitatve judgements andsaluations; therefore, it is important to alo

textual annotation of all metadata items in this gatg to male sure that gnnecessary comnteor
explanation can be recorded.



A given instance dataalue may be used on a number of occasions for a numberferfedif
purposes, or “use-instances” as discussedaahhust as it is possible to assess the quality of a
databaseeither with respect to some specific use or in general, so it is also possible to assess the
quality of a datavaluein either of these ays. For example, a dataalue may hee a speci€,
measured, objeote accurag, which would be the same for all use-instancest the
appropriatenes®f this level of accurag may be diferent for each use: that is, the quality of this
same objecte accurag may be “good” for some uses and “poor” for others. Therefore, a separate
quality assessment of each dagdue for each use-instance should bevadid here, linkd to its
corresponding usage history at the database and data-elevedsnit Tde quality metadata at the
data-alue level will therefore in general consist of a number of replicated sets of metadata, each
set corresponding to one historical use-instance ovengnstance dataset. In addition to this
usage-linked quality information, there should be aeiall quality assessment of thelwes in this
instance database, independent of (and/or summarizing) the quality assessments for some or all
use-instances of the dataset; it may be feasible teedis werall assessment automatically from
individual use-instance assessments.

— Accurag, certainty (alidation results)

This should preide one or more measures of the acoutdcthis data item, i.e., its correspondence

to the real-wrld entity or phenomenon that it is meant to representahisaded by some object
validation efort. This should also include some measure of the certainty of these accurac
measures. This is the “ground truth” on which all higleeel quality e/aluations of the objecte

validity of an instance database must ultimately rest. There may be multiple measurements of the
accurag of a gven data item, corresponding to féifent \alidation techniques or distinct
validation eforts; each such measurement shouldxpdi@tly linked to the particularalidation

process (whether automated or manual) that produced it. Agcslraald alvays be thought of as
metadata that refers to something outside the database itself, whereas certainty should be thought
of as metadata about the accyrawetadata; certainty is therefore a measure of the quality of the
accurayg assessment itself. This metadatastes merely the “bottom line” result ofyaaccurag
evaluations; thealuation procedures themse$vare documented by other metadata.

— Consisteng (verification results)

This measures the consistgid this data item with gnconstraints or other relationships specified
for it at the data-element or databaselg, as ealuated by someerification efort. There may be
multiple measurements of the consistemé a given data item, corresponding to féifent
verification techniques or distincenfication eforts; each such measurement shouldxXpdi@tly

linked to the particularerification process (whether automated or manual) that produced it. As
with accurag metadata, this prades merely the “bottom line” result of wrtonsisteng
evaluations; thealuation procedures themsesvare documented by other metadata.
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— Curreng (expiration dates, “dgradation modes”, etc.)

This provides information about the currgnef instance data. There areohaspects of curreyc
information about when a datalue was created and information abouthtomng it can be
expected to remainalid. In general, it is not possible to telvhgurrent a dataalue is simply by
knowing haw long ago it vas created; some oldes may remairadid indefinitely whereas some
recent alues may become obsoletery quickly Curreny metadata should therefore include
timestamps for when a data itenasvoriginally generated (if kma), when it vas first added to
this database, and when iasvlast updated omiidated®® But it mustalso include information
about when a data item can bxpected to become obsolete (i.e,. axpieation date” or “last &lid
date”) or when it isxpected to be superseded byeedata. Finallycurreny metadata for a data
item should include information as to the “mode” in which the data itempiscéed to dgrade
over time: somealues become continuously less accurate or less meaningfuy agthevhereas
others remain entirelyad until they “expire” (i.e., when somewvent changes the reality which
they represent). This “dgadation mode” metadata shouldaigf to the alue recorded for it at the
data-element kel if it applies equally to all instancebhaes for the gien data element in this
instance dataset (and for this use-instanc#)itshould be recorded here at the dathe level if

it is speciic to a particular instancealue of this data item (forxample, instancealues from
different sources might deade diferently). That is, dgradation mode metadata may attach to an
attribute (column) or to an indidual cell (item), depending on whether widual instance alues
degrade diferently

— Appropriateness for intended use

This pravides an ealuation (as a result specificallyuserV&V) of how appropriate this data item

is for some spedid intended use of this dataset. In some cases, this mayltded the
correspondingwaluation at the data-elementéd for this data item, whichvaluates whether this
data item is appropriatelgefned for a gven use-instance. Maver, the appropriateness of the
measured accurgacertainty consisteny, curreng, etc. of an instancealue may become apparent
only as the result of user V&V applied to an instance dataset: the result ofathiate®n should

be recorded at the data-elementldf it applies equally to all instancelues for the gen data
element in this instance dataset (and for this use-instantd},dhould be recorded here at the
data-alue level if it is specific to a particular instancalwe of this data item.df example, if user
V&YV finds the measured objeeé accurag of the \alues of a gien data element in avgin dataset

to be generally appropriate for asgn use-instance, this should be recorded at the data-element
level; but if this objectve accurag differs significantly across inddual data glues for this data
element (i.e., for diérent entities in the dataset), or if the objeetaccurag is constant bt the
appropriatenes®f this accuragis different for diferent entities, then these distinctions should be

35Even if the time of generation or entry for a data item is not known precisely, it will often be possible to specify
earliest or latest bounds on these unknown times; for example, the earliest time at which any metadata values are
entered for a data item should provide a latest bound on when the data item itself was entered (assuming the metadata
is not entered prior to entering the data item itself), just as the date-and-time of entry provides a latest bound on the
date-and-time of generation for any item.



recorded at the datale level. Note also that the appropriateness odlae’ may be &cted by
thecertaintyof its accurag or of some other metadata.

— Sources and quality of metadata

This describes the sources and quality of metadaizes themsebs: it is vital information,
without which a user may fa little reason to trust the quality metadata in a database. This is
analogous to (and shouldysathe same form as) the source and quality metadata descrilved abo
for ordinary data.

Recalling the recurge aspect of metadata,yametadata item is itself a data item, which should be
described by metadata at the data-elemeet End which has an instancalive at the dataalue

level of the database. As discussedvab@n Section 3.5) this can be saminat confusing, since

every metadataalue, whether it is at the database, data-element, or dateel, is itself an

instance wlue, i.e., an instance of an abstract metadata element, as described at the (meta) data-
element lgel (that is, the kel at which metadata data-elements are defined). Ordinaryalaés v

have a similar dualityin that thg are instances of abstract data elements that are described (by
metadata) at the data-elemenele but instance alues of ordinary data items are found only at the
data-walue level, whereas instanc@ales of metadata items are found at all threelde

As a simple gample, consider a metadata item that consists of a timestamp (T1) specifying (for
example) when some datalue (D) vas last alidated. Since T1 is an attute ofthe nstance alue

D (not of the data element description of T should be considered datakve level metadata.
Since the timestamp is a (meta) data item inwa oight, it must be described by additional
metadata at the (meta) data-elementlgspecifying the datatype, units of measurement,
precision, etc. of T1. N@ suppose it is also important to kmevhen the timestamp T1as itself
entered into the database (this could be usefuldafying the curreng of the database). This
would require a ng timestamp (T2) that sezg as metadata for the first timestamp (T1). ©2ld/

be described by itsan metadata at the (meta) data-elemerdl]éhough much of its description

at that leel would be identical to that of T1. (T2 and its data-element description metadata at the
(meta) data-elementvel can be referred to as meta-metadatd fitr most purposes, it is less
confusing to refer to meta-metadata simply as metadata.)

Fortunately this recursion is easily terminated, since it is rarely meaningfulve hmetadata
describing metadata end one gtra level (as in this cas#) Nevertheless, iis often important to

36 Furthermore, it should not be necessary to provide data-element level meta-metadata within the database, since the
structure of the metadata itself and the rationale for this structure (which is what would be described by such meta-
metadata) would be the same for all databases that conform to the quality criteria discussed herein. That is, this
memorandunitself serves as the rationale and context for providing the quality metadata items it proposes: any
database whose metadata structure conforms to this logical model can simply referenvamhiandum(or
subsequent documents or specifications derived from it) as the source for the meta-metadata context describing that
metadata structure. Ideally, a single such quality metadata structure (with possible variants and options) should be
adopted for the vast majority of all M&S databases, so that this single reference should serve as a common source of
data-element level meta-metadata for all databases adhering to this common quality metadata structure.



have this second el in order to ealuate the metadata in a database. It is possible thatlnot
metadata alues will require secondvel meta-metadata of this kindytall crucial, quality-related
metadata should be described by meta-metadata that describes the source and quality of the
metadata: kneing the source and quality of a quality assessmenesiaknuch more meaningful.

* Annotation
— For caveats, specialalues or cases, etc.

One of the shortcomings of madatabases is their lack of pision for adding comments. While
this capability should ideally bevailable @erywhere in the database (on all data and metadata
items at all lgels), it is especially crucial for quality-related metadata. It is suggested Hiz

all metadata items in this catay allov textual annotation, it it may also be useful tovaspecial
metadata dedicated toyaaverall comments or qualifications pertaining to the quality assessment
of the instance data in a database.

* Source information
— Source, devation, time of generation/entrgtc.

This refines the source and generation metadata at the database and data-etménfoleuses

on the source andvision of a particular dataalue, linking this to corresponding information
(stored at the data-elementdd) about the kind of késion that produced thisalue (i.e., whether
this value was produced by a more or less completasien performed by a more or less
authoritatve source or agent). As is true for the corresponding database and data-eleghent le
metadata, there is someenlap between this metadata and the cugrenetadata for this data
value, the emphasis here being on the source andteni of the dataalue.

* Next-source information
— Describing when updates asgected (from where) & what tiienay ofer

This also erlaps with updateycle metadata at the database and data-elemertd,las well as
with the curreng metadata for this datale. The focus here is on the source and time ofettte
expected update for this datalue; this gies the user a contewithin which to @aluate the
curreny of the data alue and dcilitates making informed decisions about whether and when to
wait for the n&t revision of a database. This information should ideally specify whether ke ne
update is epected to preide a navly-generated &lue for the gien item or simply a possible
revision of the currentalue, based on erraghecking, usefeedback, etc. (This distinction has to
do with whether or not a medata-collection/measurementaat is anticipated for this item: if it

is not, then the ne revision should be interpreted as a refinement or correction of the cusheat v
rather than a e value representing a weobseration of the real warld.)



* o Derwation/transformation information
— Aggregation or other devation information
— Transformation process information
— Process control data

This refnes metadata at the data-elementleit describes the demation and transformation
processes that produced this daalug, which may not be identical to the intended processes for
this data element. In addition, it suppliey apecific statistical information or history that describe
the processes applied to this dasdue, which agin may be distinct from the corresponding
information at the data-elemenvés.

* Transformation audit trail

* — How this value has been transformed

* — Information on in-progress transformation transactions
— Times/sources of data element modifications/sd

This overlaps dexation/transformation metadata to somteat lut focuses instead on the history
of actual transformations thatyebeen applied and the resulting changes thet been made to
this data alue, including information about ymngoing transformation processes that may be
expected to déct this \alue. A history of préous \alues and the changes thatéaccurred can

be a great help in performing sanity checks andvaluating the stability andvelution of a
database. Changes should be described semantioalgrms of their signifance and impact,
which is often not apparent fromwavalues themsebs; reasons for changes (e.g., detection of
previous errors, redefition of the basis for computing ale, etc.) should be recorded here
wheneer possible.

Just as at the database and data-elemegis]although the primary purpose of this information is

to record oficial changes to a database by the agemcomanization that wns and has
responsibility for maintaining it, it can also be used to recosddmranges made by a user
organization, i.e., when customizing a database for a specific use or when correcting errors found
in a copy of the database (whether or not this is associated with a specific usage of the database).
Whenever a userifds errors in a database, established procedures showldraitdying the

owner of the databaseytithe uses copy of the database should inyarase be annotated to sho

what modifications were made, by whom, when, anyg;whaddition, errors should be analyzed

to determine whether additional V&V may bamanted to catch similar errors in the future.
Whenever relevant, all change information (whether it is the result of customization or of
correcting errors) should be lie#t to databasesel usage metadata and data-elemer lesage-
specific restriction metadata, to aleeconstructing the mettion for making such changes and

the conditions under which thevere made.
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* o« VV&C audit trail
— For VV&C that has been done on thizlwe
— Including “scope” of alidationand of certification

At this level, VV&C audit information concerns alaluation that has been performed on this data
value. This information should be lie# to the usage history and VV&C audit trail information
described abee at the database and data-elemerglse VV&C information should include a
discussion of thescopeof whaterer validation has been performed, i.e. whextensve and
intensive a \alidation efort has been undertak; similar information may be helpful for
verification as well, bt it is more crucial for alidation, since erification can be characterized
more easily and unambiguously by referenceetification criteria, constraints, and specifications
within the database itself, whereadigation necessarily wolves &aluating data alues with
respect to the realavid. To put this another ay, it is relatvely easy to grify the \erification
process, since this should not require accessytihiag outside the database itselfit berifying

the \alidation process necessarily requires accesgteral information, which may often be
expensve or dificult to obtain. Br this same reason, it is important to characterize the certification
process, to prade credibility for whateer V&V has been performed on the database; in partjcular
it is important to specify thecopeof the certification process, i.e. oarefully and ehaustvely

the certifying agent or ageypnexamined the V&V process and its results before certifying that the
claimed V&V was indeed performed and that its resulisranted the certified conclusion that the
database was found appropriate for avgn purpose or range of purposes.

6.5 Tools for creating metadata

As suggested abe, the cost of creating metadata may be greatly reduced by the design and
widespread dissemination of tools that perform automated or semi-automated generation and
capture of metadata at the time of data generation, editing, or transformation. The logical metadata
structure presented amallovs extensve use of “inheritance” of metadata for related data items
and/or data items that are generated, edited, transformed, or entered at the sameemamaple,

in mary cases, all data items entered in\aegisession will share most if not all of their metadata,
except for ay special cases, which should (hopefully) be apparent to the person performing the
data entryData entry tools should be able to set such inheritance linkagesdoyt:disfat is, data

items entered by a\g@n person in a gén oganization at a gen time should all be lirdd to a
common metadata description of this single data entry session. Such toolembyg able to help
identify special caseas lying outside of specified bounds orfeliing in some other pre-defined

way from the blk of the data.

In addition, data entry tools may be able to collect useful statistics on the usage patterns of the
metadata items themsebl. This wuld help database designers analyze antie the metadata
structures of their databases (see Section 6.Wwhelo

Finally, the use of automated tools for generating and maintaining metadata is probably the best

way to ensure that metadata and associated data remain “in sync” with each.@thirat
metadata will be updated automatically as needed to correctly describe changing data.
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Tools of this kind wuld need to be lirdd to the metadata structure of the database for which data
is to be entered. This should be done dynamichilyhaving the tools access a data model (data
dictionary) for the metadata, so that a single tool could be used to enter or modify data for an
variant of the metadata structure described here. Touddvallov these tools to be used across a
wide range of database designs, as well asvisgpfor the ingitable evolution of the metadata
structure of each database. Design criteria and abstracticgmifs for such tools should be
developed and published, in order to encourage database management systara deftlopers

and database managers toalep appropriate tools.

6.6 Mitigating storage and transmission requirements for metadata

The amount of metadata describedwabmay appeanerwhelming, it there are tav factors that
should help reduce thaitwlen of storage and transmission of metadata to acceptedie keirst,
there is considerable inherent redungaincthe metadata for avgn database, as represented by
the inheritance or datilting of metadataalues (e.g., for data items that share a common source or
time of entry). This implies that mametadata items for mgmlata items in a database will share
common alues. Implementations of this metadata structure should capitalize on this regundanc
by using pointers rather than replicatirgues for shared metadata, wherepossible’’ This
would have two adwantagesIt would be a more accurate representation of the semantic
relationships among metadatdwes in the database, shog when metadata items for certain data
values inherit their alues from the metadata of other dadéues and t would drastically reduce

the storage requirements for metadata, sinceyran even most—of the metadatalues in a
given database are &k to be shared in thisay.

The second mitigting factor is thattimaybe unnecessary to carry all of the metadata fovengi
database along with the database itself for all purposes. Although the collection of metadata for a
database is logically an igpel, inseparable part of the databaseingi the database its corte

and meaning, not all of this metadata may be required for all purpasexafple, much of the
metadata described almis designed tenablethe &aluation of the quality of the data in a
database: most of this is not needed by a ugmnaation that is simplyxamining ealuations
performed by pngous producers or users (though thigamization vould still need to be able to

add metadata ging its ovn evaluation of the database for ita/o purpose). Similarlyonce a

database has beevatiated and chosen for a particular use, most of the quality metadata for that
database can subsequently be ignored by the user—unless using the data raises questions whose
answers require access to the metadata. This suggests that the metadata for a database may be
profitably dvided into seeral sgments, not all of which may be needed foy given purpose,

thereby reducing transmission and storage costaiety, even metadata genents that are

deemed optional for a@n purpose must remain easily accessible on demand, in case questions

37Note, however, that these shared metadata relationships must be represented so as to be easily broken when distinct
metadata values become necessary for data items that previously shared their metadata. For example, if a collection of
data items are all entered at a given time, they may initially share a single metadata item specifying their time of entry;
but if one of these data items is subsequently edited, its time of entry must suddenly take on a new, unigue value, rather
than pointing to the shared metadata for the initial collection.



arise that require access to them. A structure logically similar to that which is curreiing
for the World Wide Web would satisfy this requirementypertet links to metadata auld male

it easy to access remote metadatprsents without hang to cofy them along with a database for
all purposes.

6.7 Allowing the evolution of the metadata structure

The quality metadata structure described herein must be recognized as an initial design. The lack
of existing databases<hibiting such metadata and the attendant lackpé&eence in performing
systematic data qualityeluation and impneement mak it unrealistic to xpect this to be the
ultimate design for an appropriate quality metadata structure. The intentroftinigrandums to
identify and describe those cgteies of metadata that appear mostlijkto help impree the
quality of M&S data, bt this initial design must be refined on the basixpégence. It is therefore
important to establish mechanisms for generating feedback omltreeand use of the metadata
proposed abee, so that this feedback can be analyzed from time to time and used to modify the
metadata structures afisting and nes databases, in whater ways seem appropriate. Onaw

to generate such feedbackwd be to perform periodic analysis of usage patterns of the metadata
for a database. Unused or werisally-dedulted metadata items may be candidates for elimination,
whereas the heg use of &planatory annotation or apparermnk-arounds may indicate the need

for additional or diferent metadata. As suggested\ahalata entry tools may be able to collect
useful statistics on such metadata usage without adding to the data entry task.

7. THE DATA QUALITY PROFILE

A data quality prafe for a database should be thought of agea (in the database sense) of
selected metadata items from the\aboatgories for that database, combined and presented in
ways that &cilitate assessing the quality of the database. Quality metadata shouldWa) allo
potential users tovaluate the releance and appropriateness of a database for some intended use;
(b) allow data suppliers tovaluate the results of their data generation and transformation
processes; and (c) help database administrators, maintainersyaed @aluate the werall

quality, utility, and \alue of a database for avgn purpose or range of purposes. Of these three
potential uses, the primary focus of the quality profile is (a), whereas (b) and (c) may require access
to the lager unverse of quality metadata discussedwad he follaving sections xract and
reolganize selected metadata from thisvense into a “data quality pitd” view and discuss it

from the perspeate of the primary consumer of the quality profile—the database user

7.1 Selected metadata categories for a data quality profile

The quality prafe consists of metadata from the follimg catgories (etracted from the more
complete list abee). When all subcag@ries of a cagpory belong in the profile, the cgtay as a
whole is shwn without its subcatgories, whereas when only some subgaties of a catgory
belong in the profile, theare listed under the cagiary:



Database level metadata for quality profile
* Overviewn of DB
» Source information for the DB

* Characterization
— Intended resolution lel of detail) and rationale

* Measured quality (e@rallandfor each use)

* Process control information
— Descriptions of (& references to) processes used teed#giia & metadata) in this DB

 Status/History/Configuration Management information
— Usage (who has used the DB? for what? with what models? with what VV&C?)

* VW&C audit trail

Data-element level metadata (data dictionary) for quality profile

» Source & updateycle information for this data element
— Expected “dgradation mode”
— Classification, accessibiljityeproducibility information, and release authority

+ Derivation/transformation information

» Domain/datatype & units-of-measure
— Rationale for these & their portabilifyexibility, etc.

* Resolution, precision, intendegpected accurgc
» Appropriateness of this data element for intended use
* VV&C audit trail

Data-value level metadata for quality profile
* Quality (overallandfor each use)
» Derwvation/transformation information

e Transformation audit trail
— How this value has been transformed
— Information on in-progress transformation transactions

* VV&C audit trail

7.2 The data quality profile view

Combining related cag@ries from the dierent levels produces the folang condensed we of
the quality profile. Br each n&@, combined catgory, applicable leels are sheon in braclets, using
the abbreiations DB (databaseVel), DE (data-elementvel), and D/ (data-\alue level). Note
that all of theresultsof V&V are represented in the cgtey “Measured Quality” whereas the rest



of the profle consists essentially of comteal information that is needed to help interpret the
measured quality of the database.

» Overview of DB [DB, DE]
— Description & meaning of DB [DB]
— Global relationships to other DBs [DB]
— Source, credibilityclassification, accessibilityeproducibility & release authority [DB, DE]
— Update-gcle & expected “dgradation mode” information [DB, DE]
— Intended resolution (lel of detail) and rationale [DB, DE]
— Rationale for domain/datatypes & units-of-measure & their portalfigxybility, etc. [DE]
Measured Quality (erallandfor each use) [DB, 1]
— Owrall accuray, consisteng, completeness, currenetc. [DB]
— Clarity, flexibility, robustness of the DB design [DB]
— Accurag, certainty [DV/]
— Consisteng[DV]
— Curreng (expiration dates, “dgradation modes”, etc.) [DENM)
— Appropriateness for intended use [DB, D&]D
— Sources and quality of metadata/|D
Status/History/Configuration Management information [DB]
— Usage (who has used the DB? for what? with what models? with what VV&C?) [DB]
Derwvation/transformation information [DB, DEM)
— Descriptions of (& references to) processes used teediata & metadata) in this DB [DB]
— Aggregation or other devation information [DE, V]
— Transformation process information [DEYD
— Process control data [DB, DEYD
» Transformation audit trail [
— How this value has been transformedpP
— Information on in-progress transformation transaction [D
* VV&C audit trail [DB, DE, D/]
— For DB as a whole [DB]
— Concerning the appropriateness of this data element, its domain, type, units, etc. [DE]
— For VV&C that has been done on thislwe [DV]
— Including “scope” of alidationand of certification [D/]



7.3 Refining and using the quality profile

The abee view is intended to help a potential user (or other interested party) grasp the quality of
a database or a speacifiataset. It preides contgt to help a user understand the valece,
suitability, and appropriateness of a database for some intended use, whitengrgpeciic,
quantitatve evaluations of the objecte quality of the data, as well as a compreheniistory of

how the database has been usedy hdnas been dered and transformed, what its current state is,
and who haswaluated it for what purposes and by what means. Therlaollection of metadata
deined in preious sections prodes additional conte, including the information needed to
perform suchaluations in the first place. The quality profile itself is intended to be the minimum
collection of information that caeys the quality of a database. The final specification of a data
quality profile will be possible only after one or more pilot studie® lieeen performed using the
stravman proile outlined here; such studies should also help us understantbhase a data
quality profile in the pursuit of impved data quality

The most striking aspect of the profile is that it does notigeca simple “bottom line” quality
measure. Ealuating the quality of a database for a specific intended use is nadlantiatter and

the compleity of the quality profile highlights thisitt. Havever, the information required taidd

and maintain a quality profile for a database is neither obscure nor espedialljt diif obtain (at
least for nev databases—imcy databases present additional probf&nsf nothing else, the
defnition of a data quality prdé and the broader range of quality metadata discusseak abo
provide a set of criteria for impwing the quality of the data we rely on when performing modeling
studies for a wide range of critical purposesertif pragmatic considerations limit our ability to
produce quality profiles that meet these criteria, it is important to define them as a firstatdp to
improving data quality

In addition to thedct that a data quality pr&f cannot preide a simple, scalar measure of the
quality of a database, it is equally importantéein mind that it is only one component of a data
quality evaluation and impneementstratey. The generation and maintenance of the remainder of
the quality related metadata for a database is equally vital, as are the other aspectgenélbur o
stratgyy for data quality impneement: haing producers and consumers (users) perforphicst
VV&C, using metadata both to direct these\atiis and to record their results, and controlling the
processes that f&fct data, to impree the quality of data generation, transformation, and
transmission. The remaining sections return to these other aspects of data qualtgrmepto

8. DATA W&C
The frst step in performing data VV&C is to delop criteria aginst which the data will be

evaluated. It is meaningless to say that data will &eéfigd or \alidated without specifying the
criteria for these assessments. Since producer and user VV&€iditertain ky respects, the

38The requirement to generate metadata describing legacy databases should not be seen as making it more difficult to
use such a database but rather as making explicit how difficult it already is to use it appropriately and safely for any
purpose—or with any model or simulator—other than that for which it was originally intended.
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criteria ther develop will tend to be rather ddrent. Morewer, different producers may Y@ quite
different criteria, as may dérent users.

Techniques for data VV&C should include generic methods applicable to most databases and
specific methodswelved for particular kinds of data (and metadata), particular kinds of databases,
or particular databases, as well as potentiallfeteht methods that are appropriate for data
producers, maintainers, suppliers, and users. Idé&adlge arious methods should be collected and
packaged as tools or tool sets for data VV&C. Such tools should ideally alsdepvays of
capturing anomalies, corrections, and annotations (wkertbese occur) and channeling them
back to the database prder or maintainer~urther &perience with one or more pilot studies will

be needed before producing an initial speatfon for such a tool set; hever, it is possible to

outline the kinds of VV&C techniques weight expect to find useful.

In addition, as mentioned alm it is crucial to secure commitments to perform VV&C from both
producer and user ganizations. Such commitments—as well as the attendant allocatidorof ef
and funds and the establishment of suitable ineemtvithin each g@anization—are essential to
the success of data VV&C. Thefesftiveness of this “implementation” strgiewill ultimately
determine the outcome of the data quality improent enterprise.

8.1 Verification techniques

Data \erification techniques essentiallyvimlve checking that a dataalue meets some
specifcation, such as being of a required datatype, in a ggéadbmain or range, or satisfying
some kind of constraint or consistgncheck. Mag database management systems include
facilities for performing some checks of this kind (i.e., maintaining “referentigrityd, and
there has been considerableriwin recent years indilding expert systems that can perfornvea
more sophisticated checks. Case-based reasoning techniques may also be applicable here, since
different consistencconstraints and criteria may apply to &egi database under flfent
conditions (or for diierent datasets), as indicated @ues in the databaseratitional statistical
techniques can also be applied to this problem, Xamgle to check that aalue is within an
allowed range of ariation for a collection of othermlues (or of pastalues for the same data item).
Often even trivial statistical techniques, such as looking falues that appear only once (or with
very lowv frequeng) in a gven data field can identify anomalous data. Similalto-correlation
techniques applied to successiersions of a database can frequently detect errors tablean
introduced by reision. Additional semantics can be supplied to produce mowegal
constraints, for xample specifying required oxpected relationships among datalds or
aggreates of alues.

The use of metadata to suppoetrification should mak it easier for producers and users to
incorporate additional speigétions and constraints of these kinds, to be used by automated or
semi-automated processes that canify that data &lues meet these constraints. In addition, data
visualization techniques can be enyad to help both data producers and users see patterns in their
data, ind outliers, and generally use thewro subject areaxertise to erify that data alues
appear reasonable.



The Data Quality Engineering (DQE) tool (initiallywddoped by the Marine Corpsitbextensvely
reengineered by USCENTCOM) is araenple of a tool that performs semi-automated data
verification. It has been designed to aila data center to run a set of rule-based checkissig
each ne version of a database to look for anomalies and report these back to the data supplier
principle, it could also be run by a usperhaps with a slightly dérent (xpanded) set of rules.
The rules arex@ressed in terms of SQL queriesaangt the database, making it easy to check for
things like missing wlues, @alues out of @pected ranges, etc. In principle, these couldxbeneed

to allow sophisticated statistical checks on disttibns of \alues for a gien attritute (field) across

all entities or to erify expected relationships betweenfdient fields of diierent entities. Note,
however, that all such tests arenfication checks: thedo not directly supportalidation, i.e.,
checking whether a datale is accurate or correckoept in terms of whether it matches its
expected type, domain, range, etc. Extending these rules to pedbdation would require them

to refer to &ternal data &lues or other representations of reality outside the database itself. In
addition, the mechanism for reporting errors back to the data supplier assumes that the database
will eventually be correctedub errors fed back to a supplier are generally not corrected until the
next release of the database, whewrarors may well be introduced withwealata. From the
users perspectie, this may not be enough: wivee performs thesesvification checks on the data
should be able to annotate incorrect data items and optionalliderieir avn values for such
items, to allev using the data as is, sinceyatatabase mustadys be rpected to hee errors in it
wheneer it is used. Neertheless, despite these limitations, DQE is xekent—and sodr,
apparently unigue—@mple of a tool that lggns to address the need for semi-automated data
quality evaluation.

8.2 Objective validation techniques

Unlike \erification, which can be performed on the data in a database witgatd te agthing
outside of the database itself (assuming that the database includes metadata supplying
specifcations for constraints, consistgnchecks, and so-called Ubiness rules”), alidation
necessarily requires reference to the realdy outside the database. It is therefore morfecdit

to see what kinds of tools can help traidation process. Dataalidation, as discussed al®
involves both objectie and subjeocte facets. The objecte facet of alidation asks whether a data
item correctly represents that aspect of the realdmwvhich it is intended to model (according to
some implicit or gplicit specification of hav closely and in what ay it is intended to model that
aspect of reality). As discussed abdin Section 4.1) this kind oflidation may be performed by
a data usetbut it can often be performed by the producer of the data, if the criteria for wbjecti
validation are eplicit. If a map claims a stated positional accyri features of a certain kind, it
should be possible for a data producer (yoae else) toalidate that claim by checking the map
data aginst the real arld.

As with validation of ag scientific measurement or statement of suppaseddbsolutealidation

is not well defined® For example, “alidating” a measurement by repeating the same measurement
process does not add as much confidence toaliaity of the original measurement as does re-
deriving the \alue by independent means. Performing a groundgtiovconfirm the accurgoof

a geographical position thataw originally dexed from a satellite suey might provide more



confidence in the accunaof that position than auld reealuating or gen repeating the satellite
sunwey: independent measurement techniques guaathsigsystematic errors in the measurement
process itself. Similarlya \alue that vas originally computed from theoreticalrst principles”
would be better alidated by attempting to measure it in atqpeimental setting than by
recomputing the theoreticaale, @en by means of a dé@rent computational process. As a final
point on this subjecit is worth reiteraing that “expert judgement” (or “subject areapertise”)
should be considered alidation technique of last resort, and—especially if it is the only source
of validation for a dataalue—it should alays be rgarded with suspicion and sgticism.
Considerations such as these must become a routine part oflizasion if the process is tova

ary real substance.

In addition (as aued abwe in Section 3.8),alidation consists of more than simply comparing
data alues aginst other knen values (or the realavld). Data transformations themse$vshould
be \alidated to ensure that theransform data inalid ways. This requires performing VV&A on
all such data transformation processes.

8.3 Subjective validation techniques

The subjectie facet of alidation irvolves aluating the appropriateness of data for\aeni
purpose (as discussed aban Section 4.1). This is most naturally performed by a tsaugh in

some cases a data producer may be able to anticipate the purpose of s@merarst users of a

given database. Bluating the appropriateness of data for\egipurpose may actuallyviolve
additional objectie measurementofF example, a user may need to determine whethesea giata

value is representat of real vorld values in the uses’domain or conté: the answer to this
guestion may be quite @frent from the result of objecé \alidation performed in a less restricted
domain or contet. Yet even in the absence ofyasuch reference to objead, real vorld values,

the user must alays determine whether a database contaihges that are appropriate for the use

at hand. In the comnte of performing some kind of study using a model or simulation, this may
require a detailed understanding of the data requirements and/or modeling techniqugsdeioyplo

the model, as well as a thorough comprehension of the semantics of the study itself. There may not
in principle be much that can be said about this process in the abstract: it may be necessary to rely
on the user to apply whater criteria are needed to determine whethervargdatabase is
appropriate for a gen use. Neertheless, the metadata associated with a database shaudig pro
sufficient contat to allov an arbitrary user tovaluate the appropriateness of that database for an
arbitrary purpose, and it should pide ways of documenting the subjeivalidation processes
performed by &rious users, attaching theseleations to the database for use by subsequent users,

as well as by the maintainers of the database, who raayteimpree its applicability

In particular it is necessary to pvale metadata to represent usalidation for each specific use
of a database. In cases where a “use” corresponds to a “study” which may in principle be repeated

39 validation is generally understood as the failure of falsification. Most scientists subscribe to the view that an
assertion is considered valid only to the extent that (a) it is in principle susceptible to falsification, (b) it has repeatedly
exposed itself to falsification attempts, and (c) it has withstood all such attempts (so far).
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sometime in the future (whether by the same users or by others), it is important to rdmoedtsuf
information about the study itself and its director or othewvagieparties to alle future users to
contact these parties for elaboration of thepeziences.

8.4 Certification techniques

It is possible to define certification as simply recordingdleethat data V&V has been performed,
but to be useful, certification should be more than just a V&V audit trail (which is already included
in the data quality prdé metadata). A morealuable use of ceridation is as an authoritaé
testimoly to the efflect that the data in avgin database or dataset has beatuated and found to

be of appropriate quality for some moretess speci€ purpose or according to some stated
criteria. At one gtreme, this might beairly independent of anspecific purpose, i.e., stating that

a database has beeerified and walidated in objectie terms, according to criteria stated in the
guality metadata for the database (quedif if necessaryby additional speditations in the
certification itself), with the caeat that this does not necessarily imply the suitability of the
database for grparticular purpose.d¥ a generic database whoselhkuses can be predicted with
reasonable accungcertification might \errant the database as being appropriate for this predicted
use (or ap of a predicted range of uses), with theez that this does not necessarily imply the
suitability of the database forynther purpose. Finallyat the otherxdreme, certification might
warrant a database (or speciflataset) as being appropriate for a spegifirpose, where this
purpose is described in $igfent detail to allev future users towaluate its releance to theirwn
needs.

In general, the form of a certification should be that of a logicginaent in which the intended

use is described first and is used to wadé the choice of V&V techniques that were applied to the
data; the scope and results of this V&V are then described, analyzed, and summarized, leading to
the conclusion that the database (or dataset) is (or is not) appropriate for the intended use. This
conclusion should be qualified as necessamg ngative conclusions should be recorded as well

as positve ones, as discussed abdsee Section 4). Annecessary conté or criteria for the
conclusions reached should be included as part of theicatibh metadata. In addition, the
credentials of the certifying agent or ageshould be documented as well, along with a timestamp

and an other contgtual information that might help the useakiate the relence, curreng and
credibility of the certification itself.

8.5 Prioritizing VV&C

Since the cost of VV&C may be significant, it is clearly important to establish priorities for when
and hov extensvely to perform it. Ideallythis should be decided in a toppdomanner starting

with the cost of arious leels of VV&C and the benefits and risks thatuld be &pected to result
from “good” versus “bad” choices for the reabvld decisions that are to be made based on the
results of a gien modeling study using avgn database. Sensity analysis could then (ain,
ideally) be used to decide on appropriatele of VV&C to be applied toarious alues or subsets

of values in the gen database, in terms of the impact that corrertus incorrect datealues
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might have on the real-arld outcome. Unfortunatelperforming senskity analysis of this kind

is quite impractical in most realistic modelindoets*®, so expert judgement must generally be
substituted for formal analysis. This means that there is currently little chdite feyeball” the
potential impacts and risks associated with incorrect ddtees. The determination ofwanuch
VV&C is appropriate in a gen case must therefore be based on little more than golssw
Nevertheless, gien limited resources, it isawth trying to performsomeanalysis, hwever
informal, to attempt to apply thevalable resources for VV&C where thare likely to be most
useful. Furthermore, as discussedabn Section 3.4), it may be useful to analyze the cost of
VV&C even though formal cost-benefit analysis may be infeasible. In partidu&rhniques can

be deeloped for performing VV&C at reasonable cost, it should be possible to justify a certain
level of VV&C even without a rigorous analysis of cost-benefit traf$eof

9. CONTROLLING AND IMPROVING PROCESSES AFFECTING DATA

The second aspect of the approaetommendd here seks to impree the quality of data by
improving the processes that generate afetait. Data-afecting processes include all those that
create or potentially change data, i.e., those that generate, neatiifyaggrgate, or dekie data,
and those that transform, transmit and prepaglata for use in other databases or as input to
models (where processes that pr@iaglata may wolve the use of models whose output is used
as input data for other purposes). As discussedeafo Section 3.10), whereaaliating data-
affecting processes might in theory reduce the need to perkplcieVV&C, these processes
may be harder toalidate than the data theroduce, and it is questionable whether dafi@etihg
processes can ensure that data will be appropriate fegraggers intended purpose if this purpose
is unknavn when these processes are created. Therefore,vingrdata-afiecting processes
cannot obiate the need forxlicit VV&C (especially user VV&C); neertheless, it is an
important vay to imprae the quality of data in gndatabase and to ensure that the benef
VV&C are not lost when transforming or transmitting data from one database to another

As is the case forxglicit VV&C, process imprgement also requiresganizational commitment
to be efective. The follaving sections outline an “implementation” stigyethat attempts to
address these issues as well.

Improving data-afecting processes can be thought of as performing VV&C on these processes
themseles. for a gven database of interest, this requires theviotlg steps:

« Identify relevant processes throughout the lifeele of the data
* Identify “owners” of data & processes
* Empaver/facilitate/support process-control & impement

40For a possible way around this problem, see [14]; for other discussions of sensitivity analysis sed. 2] and [
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9.1 Identify relevant processes throughout the life-cycle of the data

It is assumed that databases of interest will be chosen on the basis of their recognized importance
or use in spedid modeling studies of interest. The generic types of détatafg processes are
mentioned abee, lut the specific processes thdeat a gven database, dataset, or dathg must

be identifed on an indiidual basis. It may be useful towd#op a process model for a data-
producing oganization or for users of awgin database, describing whatytlge with the database

in question. A process model for asgn oganization may imolve the use of mandifferent
databases, which may undershared or unique processing. This modeling process itself may
produce tangible data quality impement, since it may veal redundant or conflicting processing

of data that can be eliminated or combined to reduce inconsistencies in the data. Vvdtgraati
dataflav model may be produced for argnh database, stving where its dataalues come from

and hev they are processed. Whatr modeling technique is empled, it must ceer the entire
life-cycle of the data, from generation or initial detion, through ay and all modiication,
revision, transformation, and propatgon. Each data-fdcting process should be analyzed to
determine its likly impact on data qualitits potential for impreement, an estimate of the cost of
improving it (if possible), and an estimate of the potential benefit of impgat, in terms of its
effect on \arious uses of interest.

9.2 Identify “owners” of data and processes

It is equally important to identify Y@ners” of both data and the processes that are applied to data.
Process modeling or dataftanodeling may be helpful in vealingde factoownership, bt it is
necessary to understand that this may not be gymous with recognized authorityn one sense,

true avnership of data (or of a process) cannot be arbitrarily “assigned” tgamzation: it must

be actvely “accepted” by that ganization, in order to be meaningful. Furthermore,vames must

not onlytake responsibility ot must alsdhavethe necessary capability to administer the data or
process appropriately and mustdreenthe recognition, authority (including release authority for
classifed information), and resources to do so. Cases of multipleliatord, or overlapping
ownership must be identified and resahbefore proceeding yend this stage.

9.3 Empower/facilitate/support process-control, redesign, and improvement

Having identified appropriate databases, dateeting processes, anaoers, it is ngt necessary

to empaover those wners (or other agents, if appropriate) to design and implement process control
and improvement techniques. Thisvalves obtaining a consensus among the appropriate
stalkeholders (wners, users, funding pvalers) to agree that this isonth doing and then
proceeding on a case-by-case basis. Here, ashelse, oganizational &ctors must be managed
appropriately to ensure that there is a true commitment to performing substpricess
improvement.

Each data-&écting process should be analyzed to determine whether itsviempent is varranted
and is likely to be cost-ééctive; in particularthe methods used to generate data should be



examined to see if tlyewarrant being subjected to formallMation. Each process that is chosen

for improvement should then be analyzed to see what kind of process-control techniques can be
applied to it and/or in what ays it can be redesigned to be impgd. This process itself
(redesigning and/or controlling a datdeating process) should be subjected to VV&C to ensure
that it is done appropriately and will iadt lead to impreed data.

9.4 Implement process management

From a management point of wigthe process of controlling and imping data-afflecting
processes wrolves a number of steps. The follmg is adapted from the corporat®nd (see
Redman 1992)ut should apply reasonably well to the Dolviesnment. It seeks to use standard
process-control techniques to impeahe quality of each datafafting process.dt each process
identified by the procedure described\ado

 Establish a processvoer and management team
Describe the process qualivaty

Establish a measurement system

Establish process controler the process
Identify and select impv@ment opportunities
Make and sustain impvements

Each of these steps will be discussed in turn:

» Establish a processvoer and management team

The appropriatewner of a gven data-décting process may be wbus, or it may hee to be

decided by some appropriate authgrggpecially in cases where multiple agents or agencies ha
investments in the process. Once amer is established, a “process management team” for the
process should be established, consisting of members ofviner @ganization and possibly

others from releant oganizations. This team must embody the functioxpleetise needed to

analyze and modify the process as necessary: its members should understand the data and the
specific processing required by the dafeeing process under consideration.

» Describe the process qualiveiy

The process management team for a process should analyze the process and identify both the
suppliers and the consumers (customers) of the dattvéd in the process. ldeallthis can be

done by considering each datéeafing process to be a separable part of teeadl processing that

is applied to the gen data from its generation to its ultimate use. By considering each such process
in isolation, the team should be able to limit its analysis tontheediatesuppliers and consumers

of the data from the perspaaiof this process: forxample, if a process is intended to transmit
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data without moditation, the needs of its “customers” can berdaf straightfonardly as
requiring that the data supplied to the process by its “suppliers” beegdagithout change. The
sequence of asfities and processingvolved in the process should be analyzed qualahtibut

in detail. The needs of the data consumers (i.e., the “customer requirements”) should be clearly
identified and mapped into the roles wél/one inolved in the process, so that their @tigs can

be denved directly from the customers’ needs. This analysis may sugggstof re-engineering

the data-decting process under consideration, in which case this may be done before proceeding
with subsequent steps.

» Establish a measurement system

In order to apply process-control techniques to the ddemtaig process in question, it is
necessary tarid a way to measure the performance of the process. Common process-control
wisdom suggests that the best sggts to pick a small number of the most valet aspects of the
process to measure, rather than attempting to meagemghteng. In the case of datafedting
processes, these measures may reflectidttslof the process itself (e.g., the timestato process

a dataset or the number of queries of the input dataset required to produce the output dataset) or
they may relect attritutes of the resulting data (e.g., its conformancexfreeted statistical
measures or similar @rification” constraints). This measurement system is a crucial aspect of
process-control, since it se@vas an indicator of the health of the dateetihg process; it should
therefore be allwed to @olve continuously in an &frt to improve the control of the process in
question. Both the choice of which attrtbs of the data-Bdcting process to measure and the
techniqgues for measuring them should be subjected to continuous re-analysis. Since these
measurements are not of intrinsic interest (being used merely as proxies for the health of the data-
affecting process itself) it should be possible to change theudéisilbeing measured or thays

they are measured without getively affecting the measurement processy ameasurement that

better refects the health of the datafedting process in question is preferable to an inferior
measurement. The measurement system can and should therefore bedroprainuously

 Establish process controlar the process

The measurement system should be used to implement standard process-control techniques,
essentially establishing a statistical measure of whether the f&ttraf process is performing as
expected. Standard 3-sigmanation or some other criterion can be used, as appropriate, to
determine when the process is performing within acceptable limits. \Wietiee established
criterion is violated, the datafatting process is identified as potentially in need of ivgment

(though a particular violation maupon further analysis, turn out to be simply an unusugl b
legitimate fluctuation in the performance of the process).

« Identify and select impw@ment opportunities

At this point, if not before, cost-benefit analysis should be used to determine whichfelaiaeaf
processes lva the greatest potential impact on the quality of the decisions that are to be made



based on studies using the data in question. The implicit prioritization resulting from this analysis
must be combined with the results of process-control monitoring to determine whichfeletiagaf
processes &dr the best potential return for impeament. This final prioritization should ideally be
done by a high-kel team consisting of representas of the process management teams that ha
analyzed each of the datdeafting processes under consideration. The result should be a set of
focused imprgement projects (or tasks) with quantiv&tigoals for impreing speciic data-
affecting processes.

* Make and sustain impvements

Once the abee projects or tasks @ been chosen, inddual “improvement teams” should be
formed for each such project, to attempt to imprthe data-&kcting processes identified as most
worth improving. It is vital that the necessary autharitgsources, and direction be supplied to
these teams by some appropriate agent or ggamal that their progress be supported and
monitored by this agegclf the goals of each teamveabeen correctly formulated in quantiati
terms, it should be possible to measure their progressdomprwoing the quality of the processes
that afect the data in question.

10. STEPS TOWARD DATA QUALITY

The approach described afeas typothetical and must be refined througherience before it can

be recommended for widespread use.duld therefore be best to try this approach out in one or
more “pilot” projects to ealuate and impnee the quality metadata framerk in general, the data
quality profile in particulgrand the data VV&C and process control sgie outlined abee.

To this end, one or more candidate databases should be idérftf pilot data quality
improvement projects. An ideal candidate databaseldvbe one for which it is relagly easy to
identify clearcut “customers” (users), purposegn@rs, and sources of the dateoiwved and for
which specific producer and useganizations are willing and able toovk together tavard data
quality impravement. In addition, the generation and manipulation processes for this data should
not be too compleor involve too maw different participating @anizations, and the updatgete

of the data should be rehaiy short, to allav seeing the &tct of applying process control to its
data-afecting processes for twor more gcles, within the duration of the pilot project. The
database should also be amenable to-detdentifiable V&V techniques, and it should be ripe
for quality improzement (i.e., there should be some reason to think that its quality might be
improved). Furthermore, the database should be representdtother databases of interest, to
improve the chances that the results of the pilot project will generalize to other cases. thimally
quality of the chosen data should/eéan identifiable impact on the quality of some modeling or
simulation efort that is of recognized importance.

Having chosen a suitable database for a pilot sttty procedures discussed abahould be

applied in an attempt to impre its quality Customers for this data should be identified, and their
potential purposes (i.e., uses for the data) should be enumerated. Owners and sources of the data
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in the database should be identified, as well go#rer stakholders who may ka an interest in
the data or play a role in its production, transformation, or consumption.

Once the databas&ner and customers vabeen identified, all of the processes that generate and
manipulate the data in this database should be identified, along withribesf these processes
and ay relevant relationships among them. This may be done by some combination ofvdataflo
analysis (performed from the perspeetof the database itself) and process modeling (performed
from the perspeate of the avner or customers of the database). This analysis may suggest w
of re-engineering the generation or prog@on of this data, which may short-circuit the pilot
project to somexent, skipping some of its subsequent steps; thiddyresumably be a salutary
effect of the pilot project, and it should be recognized as a ypogititcome of the data quality
improvement process, despite tlaetf that it maynake it impossible to assedgetfull potential of

the rest othat process. Whether or not such re-engineering is performed at this stage, one or more
specific data-&¢cting processes should be identified as candidates forverpent.

The chosen database should xeneined in terms of the abe analysis to identify applicable V&V
techniques that can be usedvalaate the quality of the data. Using thewtrean metadata model
presented abh@, a specit metadata model should be iieid for the database and should be
populated with metadata to permit the application of the idemhtif&V techniques. A spedd

VV&C plan should be formulated at this stage, to schedule initial V&V on the database. At the
same time, anwerall process management plan should be formulated for the database, identifying
data-afecting processes that should b@mined and controlled, while addressingamizational

issues such as authorizing, ewgoing, and supporting responsible parties in this pursuit.

With the metadata structure, VV&C plan, and process management plan in place, the actual
evaluation and impreement of the database can proceed. Initial producer and user V&V should be
performed on the database to produce a “baseluatiation of its qualityThe results of this (and
subsequent) V&V should then be used to imprthe quality of the data in the database, correcting
ary errors or anomalies found, while recording the results of V&V in metadata and certifying the
database as appropriate for its intended use. In parallel with this, process control anehrapto
should be applied to those dat&eating processes identified as good candidates for iraprent.

The efects of process control and impement may not be apparent until data has gone through
the afected processeswaral times, so the finavaluation of the pilot project should be performed

only after a “steady-state” restias been achied.

A final evaluation of the pilot project should be conducted by repeating the initial producer and user
V&V and comparing the results with those of the original baseline. In addition, quaditati
evaluation of the approach should be performed by all partedved in the data impk@ment

process. Costs and benefof the pilot project should be estimated, measured, ealdaed
throughout the life of the project, and an attempt should be made to generalize these results to see
how they would scale up for use with other databases. Idealtgr the initial pilot project has
performed its VV&C on the database, deliént user group should be adko try to use the results

of this VV&C to evaluate the database for afdrent purpose; thexperience gined from this
subsequent &irt should help inwaluating the utility of the VV&C process for future users.
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11. CONCLUSION

The motvation for seeking to impke data quality is dered from the desire to impve the results

of using models and simulations in a broad range of studiesstigations, training, and
decisionmaking aatities. The quality of the results obtained in these studies has direct impact on
the outcome of adtities such as procurementganizational redesign andwnoscaling, system
acquisition and intgration, operational planning, operations, the performance of systems, etc. This
impact may be in terms of the financial cost @iceingy, timeliness, risk, or ultimatefettiveness

of the implemented decisions. Imping these results requires impmog the decisions that
produce them, which in turn requires impirg the answers that are produced by the models used
to help mak these decisions.

Most uses of models for studies of this kind argddr data-drren. The quality of most modeling
actiities therefore depends critically on the quality of their data. Although there ayeatten
aspects of modeling that are equally deserving of quality imepnent, the well-knon adage
“garbage in, grbage out” suggests that the databases usedveordadeling studies should be
subjected todr more stringent quality control than has heretofore been the case. The current lack
of explicit data quality measures and control proceduresemaldificult to ensure or assess the
quality of most gristing databases—patrticularly ¢gr, complg databases whose users maydre f
removed from their producers—and this calls into question the quality of madeling efforts.

| have suggested attacking this problem by means ofitterrelated and parallel strgtes: (1)
performing &plicit evaluation of data and (2) establishingganizational control wer the
processes that generate and modify data. These approaches require: (i) augmenting databases with
metadata in order to record information needed to assess the quality of their data, record the results
of such assessments, and support process control of procdeseagflata; (i) encouraging
producers and consumers (users) of data to implemganiaational commitments to perform
distinct phases ofxplicit verification, \alidation, and cerii¢ation (VV&C) on their data, using
metadata both to direct these waitiés and to record their results; and (iii) establishing contret o

the processes thatfaft data, to impnee the quality of data generation, transformation, and
transmission, agn using metadata both to support thisvégtiand to record its resultsbelieve

that automated tools can bevd®ped to help capture and maintain metadata wieemgenerating

or modifying data, thereby greatlgdilitating this stratgy; speciications for such tools will be
developed in the future, axperience is gined in applying this stragg. This memorandum
represents part of an ongoindgoef to develop guidelines for metadata, VV&C techniques, and
process control procedures to imyedhe quality of the data used in modeliAgoroposed set of

such giidelinesis presented in [16].

11.1 The cost of (not) improving data quality
Adding and maintaining metadata to databases, performing and recording the resydteiof e
VV&C, and placing critical data-&dcting processes under process control are all potentially

expensve undertakings. Measuring and monitoring the quality of databases and their associated
processes while maintaining and progi@igg the resulting metadata so that users caluate the
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guality and appropriateness of databases for specific purposes will require a signiesamtent.
Yet without increasing our attention to data qualityw can we rely on the results ofem the
simplest database queries, let alone the results of studies that use data ix anchpfeen obscure
ways?

Although the cost (in terms of both mgneffort, or other oganizational resources) ofwkdoping

and enforcing data quality&uation and impneement techniques will be substantiddelieve that

the cost offailing to implement such techniques iga greatersince it undermines thehe of

much of the modeling and simulation that is currently performed (both within DoD andhetsg

for analytic, predictie, and training purposes. The potential cost of improper decisions based on
inappropriate results from such modelinfpdsk is likely to far outweigh the cost of implementing

the techniques presented here to inprdata quality
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